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COMPREHENSIVE SAFETY BRIEF 
THE POISONING THREAT FOR CLOSE 
PROTECTION PERSONNEL AND EXECUTIVES 
 

Poisoning as an attack vector represents one of the most insidious, technically complex, and rapidly 

evolving threats confronting contemporary close protection operations. Unlike conventional kinetic 

attacks—which rely on firearms, explosives, or edged weapons—poisoning offers adversaries a triad of 

strategic advantages that make it uniquely attractive for asymmetric warfare, political assassination, and 

criminal coercion. These advantages are stealth, meaning the attack can occur without the victim’s 

awareness and often without immediate detection; deniability, as the delayed onset of symptoms 

complicates attribution and allows state-sponsored actors to maintain plausible operational distance; and 

forensic ambiguity, because many poisons mimic natural disease processes, leading to misdiagnosis and 

the destruction of physical evidence through routine medical interventions. 

The threat landscape has undergone a profound transformation over the past three decades. The end of 

the Cold War did not diminish state interest in chemical and biological weapons; rather, it redistributed 

expertise, materials, and motivation. The collapse of the Soviet Union led to the proliferation of dual-use 

chemical expertise and, in some cases, unsecured stockpiles. Non-state actors, emboldened by the 

example of Aum Shinrikyo, have recognised that the technical barriers to acquiring or synthesising certain 

agents are lower than commonly assumed. Simultaneously, advances in synthetic chemistry and the 

globalisation of pharmaceutical supply chains have created new vulnerabilities and new opportunities for 

malevolent actors. 

This expanded briefing provides a comprehensive examination of the poisoning threat as it pertains to 

executive protection operations. It draws upon declassified case studies, contemporary open-source 

threat assessments, and established operational best practices from global protective agencies. The 

document is structured to equip protection teams and principals with the knowledge required to prevent, 

detect, respond to, and medically manage poisoning attempts across all potential vectors. The briefing 

covers the historical evolution of state and non-state poisoning, detailed threat typologies, comprehensive 

agent profiles with pathophysiological explanations, attack methodologies and delivery mechanisms, 

detection technologies and their limitations, medical countermeasures and antidotal therapies, legal and 

political frameworks governing chemical weapons use, and actionable operational recommendations. 

Strategic Assessment 

The poisoning threat is not static; it is intensifying in both frequency and sophistication. The barriers to 

acquiring chemical and biological agents are demonstrably lowering, as evidenced by the ease with which 

individuals have procured ricin precursors online. State actors, particularly those with established chemical 

warfare programmes, are increasingly willing to employ such methods in extraterritorial operations, 

calculating that the geopolitical costs of a successful covert poisoning are significantly lower than those of 
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an overt military strike. Furthermore, the delivery mechanisms continue to advance, moving from simple 

food contamination to complex, multi-vector approaches involving surface contact, aerosolisation, and 

medical infrastructure subversion. Protection teams operating under a traditional “bullet-proof” security 

paradigm are dangerously exposed to these nuanced threats. The integration of comprehensive CBRN 

defence capabilities into core protective procedures is no longer a specialist augmentation but an 

operational imperative. 

HISTORICAL EVOLUTION OF POISONING AS A WEAPON 

Antiquity and the Pre-Modern Era 

The use of poison as an instrument of statecraft and interpersonal violence predates written history. 

Ancient civilisations across Mesopotamia, Egypt, Greece, and Rome systematically documented the 

employment of botanical and mineral toxins to eliminate political rivals, settle personal vendettas, and 

conduct judicial executions. The Greek philosopher Socrates was famously executed by hemlock, a coniine-

rich extract from the poison hemlock plant that causes progressive neuromuscular paralysis leading to 

respiratory failure. The Roman Empire witnessed endemic poisoning within the imperial court, with figures 

such as Agrippina the Younger allegedly employing arsenic and other compounds to secure dynastic 

succession. During the Renaissance, poisoning was elevated to a professional guild in Italy, where specialist 

“poisoners” offered their services to noble families, often using subtle, cumulative doses of arsenic trioxide 

to produce a slow decline that mimicked natural wasting diseases. 

This historical persistence underscores a fundamental reality: poisoning endures because it works. It 

requires no direct confrontation, leaving the perpetrator physically distant from the moment of death. It 

leaves minimal physical evidence, particularly with agents that are metabolised or degrade rapidly. And it 

can be made to appear as natural causes, avoiding the political and legal consequences of overt 

assassination. These same attributes make it a continued and pernicious threat in the modern security 

environment. 

The Cold War and State-Sponsored Institutionalisation 

The Cold War period witnessed the institutionalisation of poisoning within the intelligence and military 

apparatuses of both Eastern and Western blocs. Specialised laboratories were established to research, 

synthesise, and weaponise a vast array of chemical and biological agents. These programmes operated 

under conditions of extreme secrecy, with many details remaining classified to this day. 

The assassination of Georgi Markov on 7 September 1978 remains the archetypal example of Cold War 

state-sponsored poisoning. Markov, a Bulgarian dissident and BBC World Service broadcaster, was waiting 

for a bus at Waterloo Bridge in London when he felt a sharp jab in the back of his right thigh. He turned to 

see a man carrying an umbrella apologising and quickly departing. Markov dismissed the incident as a 

minor accident. By the evening, he developed a high fever and severe abdominal pain. He was admitted 

to St James’s Hospital in Balham, where his condition rapidly deteriorated. He died on 11 September 1978, 

four days after the attack. The autopsy, conducted by the distinguished forensic pathologist Dr David 

Galloway, revealed a tiny platinum-iridium pellet embedded in Markov’s thigh muscle. The pellet 

contained 0.2 milligrams of ricin, a lethal dose of the plant-derived toxin. The pellet had been designed 
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with a small cross-section to facilitate injection through the modified umbrella tip, and the ricin was 

encapsulated in a wax coating that melted at body temperature, releasing the toxin into the tissue. 

The Markov case demonstrated several critical capabilities: the feasibility of deploying biological toxins in 

crowded public spaces with virtually no witness detection, the efficacy of custom-engineered delivery 

mechanisms disguised as innocuous everyday objects, and the profound forensic challenges of ricin 

poisoning, as its symptoms—fever, nausea, pulmonary oedema, and multi-organ failure—closely mimic 

common infections and are easily misattributed. The perpetrator was never identified, and the case 

remains officially unsolved. 

The Aum Shinrikyo Paradigm Shift 

The Tokyo subway sarin attack of 20 March 1995 represented a seismic shift in the global threat 

assessment of chemical and biological weapons. Prior to this event, chemical warfare agents were 

considered the primary domain of nation-states, requiring sophisticated industrial infrastructure, secure 

supply chains, and substantial scientific expertise for synthesis and weaponisation. Aum Shinrikyo, a 

Japanese doomsday cult led by Shoko Asahara, shattered this assumption. 

The cult had been systematically developing chemical and biological weapons for years, operating 

laboratories in Japan and Australia. In 1994, they conducted a test attack in Matsumoto City, releasing 

sarin gas in a residential area and poisoning approximately 500 people, killing 8. This dry run was largely 

treated as an industrial accident by authorities, emboldening the cult to proceed with a larger operation. 

On the morning of 20 March 1995, five cult members, each carrying plastic bags containing sarin wrapped 

in newspaper, entered the Tokyo subway system. They punctured the bags with sharpened umbrella tips 

at precisely coordinated times during the morning rush hour. The sarin, a colourless, odourless liquid, 

vaporised rapidly, exposing commuters to lethal and sub-lethal doses. Twelve people died, and nearly 

6,000 were injured. The hospitals across Tokyo were overwhelmed with patients presenting with miosis 

(pinpoint pupils), convulsions, difficulty breathing, and cardiac arrest. 

Crucially, the cult had also produced 24 litres of sarin, experimented with VX, and attempted to weaponise 

botulinum toxin and anthrax spores. Although their biological weapons programme was ultimately 

unsuccessful—due to the wrong strain of anthrax being cultured—their chemical programme 

demonstrated the feasibility of non-state actors acquiring the necessary knowledge, precursor chemicals, 

and production capabilities to weaponise nerve agents in significant quantities. The primary technical 

challenge they faced was effective dispersal; the subway system provided an ideal enclosed environment 

that mitigated the limitations of open-air release. The Aum case fundamentally altered international threat 

assessments, prompting a significant expansion of counterterrorism efforts focused on chemical and 

biological agents. 

The Litvinenko Case and Nuclear Poisoning 

The poisoning of Alexander Litvinenko on 1 November 2006 introduced an entirely new category of 

assassination weapon to the public consciousness: radioactive isotopes. Litvinenko, a former Russian 

Federal Security Service officer who had defected to the United Kingdom and become a vocal critic of the 

Kremlin, met with two Russian associates—Andrey Lugovoy and Dmitry Kovtun—at the Pine Bar of the 
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Millennium Hotel in London. Over tea, Litvinenko consumed a fatal dose of polonium-210, a highly 

radioactive isotope with a half-life of 138 days. 

Litvinenko fell ill within hours, experiencing vomiting, diarrhoea, and severe abdominal pain. He was 

hospitalised and initially treated for a gastrointestinal infection. As his condition deteriorated, medical staff 

noted the progressive suppression of his bone marrow and the failure of multiple organ systems. Blood 

tests revealed alarmingly low white blood cell counts. On 24 November, the UK Health Protection Agency 

confirmed the presence of polonium-210 in Litvinenko’s body, conclusively linking his illness to acute 

radiation syndrome. Litvinenko died on 23 November 2006. 

The public inquiry, led by Sir Robert Owen, concluded that Litvinenko was deliberately poisoned by Andrey 

Lugovoy and Dmitry Kovtun, acting probably under the direction of the Russian Federal Security Service 

(FSB). The inquiry further concluded that the operation was “probably approved directly by Mr Patrushev, 

the then head of the FSB, and by President Putin.” The case was described as “a blatant and unacceptable 

breach of the most fundamental tenets of international law.” 

Polonium-210 is a rare and expensive isotope, produced in nuclear reactors, with significant security 

controls in place. Its use in an assassination indicated a state actor with access to restricted nuclear 

materials. The forensic investigation was unique: traces of polonium-210 were found across numerous 

locations in London visited by Litvinenko and his associates, requiring extensive decontamination efforts. 

The investigation also revealed evidence of a previous poisoning attempt when the parties met in October 

2006, indicating that the operatives had persisted despite an initial failure. This persistence is a crucial 

operational insight for protection teams: adversaries are often committed and adaptable, and a single 

failed attempt does not indicate the end of the threat. 

The Novichok Era: Salisbury and Beyond 

The Salisbury poisoning of Sergei and Yulia Skripal on 4 March 2018 represented the first offensive use of 

a military-grade chemical nerve agent on European soil since World War II. The agent was identified as a 

Novichok variant, a class of fourth-generation nerve agents developed by the Soviet Union in the 1970s 

and 1980s under the secret programme known as “Foliants.” Novichok agents were designed to be 

undetectable by standard NATO chemical detection equipment and to circumvent the Chemical Weapons 

Convention’s verification provisions. 

The agent was applied to the front door handle of Skripal’s home in a liquid form. Skripal and his daughter 

Yulia subsequently collapsed on a park bench, presenting with classical nerve agent symptoms: miosis, 

excessive salivation, convulsions, and respiratory distress. A police officer, Detective Sergeant Nick Bailey, 

who was the first responder, also fell seriously ill after inadvertently touching a contaminated surface. 

Tragically, a member of the public, Dawn Sturgess, later died after coming into contact with a contaminated 

perfume bottle containing the same Novichok agent, which had been discarded by the perpetrators. The 

spray bottle, designed for fragrance, had been adapted as an improvised delivery device. 

The UK government concluded that it was “highly likely that Russia was responsible.” The evidence 

included the positive identification of the chemical agent by experts at Porton Down, the UK’s chemical 

defence laboratory; knowledge that Russia had previously produced Novichok and remained capable of 
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doing so; Russia’s documented record of state-sponsored assassinations; and the assessment that Russia 

viewed defectors as legitimate targets. 

The Salisbury attacks demonstrated several critical threats for protective operations: nerve agents can be 

deployed through simple environmental contact, such as door handles or clothing; only minute quantities 

are required to produce a lethal effect; and the contamination can persist for extended periods, posing 

significant risks to bystanders, first responders, and secondary locations. The subsequent Navalny 

poisoning in August 2020, where the Russian opposition leader was poisoned with Novichok placed in his 

underwear, confirmed that this method remained active and demonstrated an evolving, highly 

sophisticated delivery technique exploiting intimate personal items. 

The Besigye Poisoning Plot — Ricin, Mass Contamination, and Political Assassination 

In one of Uganda’s most significant treason cases, opposition leader Dr. Kizza Besigye stands accused of 

orchestrating a sophisticated poisoning conspiracy involving ricin—a potent plant-derived toxin with no 

known antidote. 

According to prosecution evidence, the plot began in 2021 when a Ugandan based in Europe contacted a 

private security contractor seeking firearms and training to overthrow the government. The contractor 

alerted Ugandan military intelligence and became a government informant, secretly recording meetings 

with the alleged conspirators. 

During a meeting in Geneva, Switzerland, on October 29, 2023, Besigye, Joel Wakayima, and Frank 

Kihehere Atukunda allegedly requested ricing and other poisons to eliminate government officials. Besigye 

and Wakayima also provided a list of military targets, including Simba Barracks and Makenke Barracks. 

Beyond targeted assassinations, Wakayima and Kihehere allegedly planned to poison food supplies at 

military barracks nationwide and contaminate water sources for cattle at the President’s farm—a mass-

contamination operation designed to cripple military units, to spread fear and embarrass the Government 

of Uganda.  

The case relies heavily on evidence gathered by the informant, including audio recordings and phone logs. 

The trial began on July 29, 2026; however, proceedings descended into chaos when Besigye disrupted 

proceedings and dramatically collapsed in court on seeing the state informant, and now witness, giving 

evidence. Besigye was taken to hospital and required intensive care. 

The Besigye plot illustrates that poisoning is rarely an isolated tactic—it is often part of multi-domain 

operations targeting individuals, infrastructure, and supply chains simultaneously. The international 

dimension of the conspiracy underscores the need for cross-border intelligence coordination. Crucially, 

the case highlights the vulnerability of food and water supply chains, reinforcing the imperative of rigorous 

personnel vetting and comprehensive supply chain security for all protection operations. 

Khattab and the Poisoned Letter 

The assassination of Chechen rebel commander Khattab in March 2002 stands as one of the most infamous 

modern poisonings. The Saudi-born warlord, a key leader of Islamist fighters in Chechnya with alleged ties 

to Al-Qaeda, was killed not in battle but by a poisoned letter delivered by a trusted messenger. 
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On March 19, 2002, a messenger known to Khattab handed him a letter reportedly from a fellow 

commander. The envelope and paper were laced with a fast-acting, likely neurotoxic poison. Upon opening 

it, Khattab fell sick and died within minutes. His death was initially kept secret to allow for a proper burial. 

The Russian FSB, which had been working to eliminate him for about a year, is widely believed to have 

orchestrated the killing by turning one of his own associates. The messenger who delivered the letter later 

reportedly defected to the Russians. This covert operation eliminated a major adversary and highlighted 

the enduring effectiveness of poisoning as a precise, deniable weapon of statecraft. 

THREAT TYPOLOGIES AND OPERATIONAL SCENARIOS 

Assassination as the Primary Threat Vector 

Assassination by poisoning is characterised by three interconnected operational advantages that 

distinguish it from other forms of targeted violence. The first is stealth, as the attack can occur without the 

victim’s awareness, often in the course of routine, trusted activities such as dining, receiving medical care, 

or travelling. The second is deniability, as the delayed onset of symptoms allows perpetrators to establish 

alibis and distance themselves from the act, while the non-specific clinical presentation of many agents 

frustrates forensic attribution. The third is decisiveness, as many agents are so potent that only minute 

quantities are required, and the window for effective medical intervention is often measured in minutes 

or hours. 

• Ingestion-Based Attacks: This method is the most prevalent and historically documented vector for 

assassination. It involves the contamination of food or beverages at any point along the supply chain, 

from agricultural production and packaging to transportation, storage, preparation, and final service. 

The Litvinenko case demonstrated that even a single cup of tea in a hotel setting can deliver a lethal 

radioactive dose. The 2004 Ukrainian case of Viktor Yushchenko, who was poisoned with dioxin-

contaminated soup during a dinner with security officials, illustrates that ingestion attacks can occur 

in what the victim believes to be a trusted environment. Dioxin, a persistent organic pollutant, caused 

chloracne and progressive facial disfigurement, permanently disabling the presidential candidate. 

• Dermal Contact Attacks: The human skin, while providing a robust barrier against many environmental 

contaminants, is permeable to a range of chemical warfare agents and synthetic toxins. The Skripal 

case demonstrated that Novichok applied to a door handle was sufficient to poison both Skripals 

through dermal absorption. The Kim Jong-nam assassination in February 2017 involved two women 

smearing VX nerve agent directly onto his face at Kuala Lumpur International Airport. VX, an amber-

coloured, tasteless, and odourless liquid, is rapidly absorbed through the skin and mucous 

membranes, leading to death within minutes to hours. The perpetrators later claimed they believed 

they were participating in a reality prank show, highlighting how operatives can be recruited without 

full awareness of the nature of their mission. Protection teams must consider all surfaces the principal 

may touch—door handles, handrails, aircraft seat armrests, hotel room furniture, and personal 

clothing—as potential vectors. 

• Injection-Based Attacks: The Markov umbrella case remains the classic example, but modern variants 

have expanded the modus operandi to include poisoned darts fired from covert devices, needles 

concealed in everyday objects, and contaminated hypodermic needles in medical settings. This vector 

requires close physical proximity to the principal but offers the advantage of precise dosing and rapid 

onset. In some documented cases, attackers have used inoculating devices disguised as pens, credit 
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card readers, or other benign items. The forensic challenges of injection attacks are significant: the 

wound site may be minimal and easily overlooked, and the chemical compound may be metabolised 

before detection. 

• Aerosol and Inhalation Attacks: The Aum Shinrikyo sarin attacks demonstrated the potential for mass-

casualty aerosol deployment. While less precise than ingestion or injection, aerosol attacks can be 

highly effective in enclosed spaces such as aircraft, buildings, or vehicles, or against principals with 

predictable movement patterns through confined corridors or checkpoints. Inhalation of nerve agents 

produces rapid systemic effects, as the alveolar-capillary interface allows rapid absorption into the 

bloodstream. Biological agents, such as anthrax spores, are also weaponisable as aerosols, and the 

2001 Amerithrax attacks in the United States, where letters containing anthrax spores were mailed to 

media organisations and government offices, demonstrated the feasibility of weaponising biological 

agents for targeted attacks. 

• Medical and Pharmaceutical Infrastructure Subversion: This is perhaps the most insidious and difficult-

to-detect method. It involves corrupting the principal’s medical care by bribing healthcare providers, 

substituting medications with toxins, contaminating intravenous lines, or administering lethal doses 

of legitimate pharmaceutical agents such as insulin, potassium chloride, or neuromuscular blocking 

agents. Executives with chronic health conditions requiring regular medication are particularly 

vulnerable, as the substitution of a tablet or an adjusted dosage may go unnoticed for extended 

periods. The 2018 assassination of a Russian exile in the UK, where he was reportedly poisoned while 

undergoing routine medical care, highlights the vulnerability of medical settings to insider threat 

exploitation. 

Poisoning as a Tool of Kidnapping and Abduction 

In kidnapping operations, poisoning serves two distinct and complementary roles. The first is subdual, 

where the poison is used to incapacitate the victim prior to transport, eliminating the need for physical 

violence that might attract attention or leave forensic evidence. In the 2004 Karachi kidnapping case, 

abductors forced the victim to drink orange juice laced with potassium cyanide at gunpoint. The cyanide 

caused rapid unconsciousness and respiratory depression, allowing the kidnappers to move the victim 

from the public location to a private safe house without a struggle. 

The second role is elimination, where poison is used to prevent identification after release or to eliminate 

witnesses if the operation is compromised. In some documented cases, kidnappers have administered 

slow-acting poisons to victims with the promise of a timed antidote upon the successful payment of a 

ransom, creating a form of leverage while maintaining the threat of death. This method, while complex 

and operationally risky, allows the perpetrators to maintain control over the victim’s fate even after 

physical release. 

Poisoning for Extortion, Blackmail, and Coercion 

The threat of poisoning can itself be weaponised for financial or political gain. The 2006 Irish case provides 

a stark illustration: a hired hitman entered the country with ricin intended to kill an entire family. Upon 

arrival, he determined that the financial reward for carrying out the hit was inadequate. He instead 

contacted the intended victims, revealed his possession of ricin, and extorted €100,000 from them in 
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exchange for “cancelling the contract.” The victims paid, and the hitman departed. This case illustrates the 

fungibility of poison as a tool: the mere credible threat can be monetised. 

Fabricated poisoning accusations represent another form of coercive control. In one documented case in 

Uganda, a local TikToker was falsely accused of “poisoning children” at a school where she worked. The 

accusations led to immediate dismissal, social ostracism, and ongoing extortion demands from the 

accusers, who demanded payment to “drop the case.” The psychological impact of poisoning accusations, 

particularly in communities with strong taboos around food contamination, can be profoundly damaging 

and is easily weaponised.  

One of the most insidious threats facing high-profile individuals is the use of incapacitating substances to 

facilitate the surreptitious recording of compromising images or video for blackmail and coercion. 

Perpetrators may deploy sedatives, hypnotics, or dissociative agents—such as benzodiazepines, gamma-

hydroxybutyrate (GHB), or ketamine—disguised in beverages, food, or even administered via inhalation or 

dermal contact. These substances induce profound sedation, amnesia, and disinhibition, rendering the 

victim unable to resist or later recall the events. Once incapacitated, the victim may be undressed, posed 

in humiliating or sexually explicit positions, and photographed or filmed without their knowledge or 

consent.  

The resulting imagery is then weaponised: the perpetrator threatens to publish the material to family, 

employers, the media, or the public unless the victim complies with demands—which may include 

financial payments, the provision of classified information, political favours, or ongoing servitude. The 

psychological impact on victims is devastating, often inducing shame, paralysis, and a reluctance to report 

the crime to authorities for fear of public exposure.  

For protection teams, the defence against this threat requires a multi-layered approach: strict beverage 

and food security protocols to prevent dosing; continuous physical and situational awareness of all 

individuals in the principal’s orbit; rigorous vetting of all personal staff, hospitality personnel, and social 

acquaintances; and the education of principals to recognise the early warning signs of incapacitation. Any 

unexplained dizziness, confusion, or memory lapses in the principal should trigger an immediate medical 

assessment and a security review of all recent interactions, social settings, and consumables.  

The threat of coercive compromise is not merely a criminal nuisance—it is a proven intelligence-gathering 

and blackmail technique employed by state and non-state actors alike, and it demands the same level of 

operational attention as any other assassination or kidnapping vector. 

Poisoning for Disruption and Psychological Operations 

State and non-state actors may deploy poisoning agents not with the immediate objective of killing a 

principal, but to create fear, undermine public confidence in protective agencies, and demonstrate 

capability without incurring the political cost of a fatal outcome. The 2018 Skripal case, while ultimately 

causing two casualties, also served as a demonstration of reach and capability, signalling to the intelligence 

community that established security protocols were insufficient. The use of non-lethal doses, or the 

intentional exposure of contaminants that cause long-term health effects, can achieve political and 

psychological objectives without triggering the same level of international condemnation as a successful 

assassination. 
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COMPREHENSIVE AGENT PROFILES AND PATHOPHYSIOLOGY 

Organophosphate Nerve Agents 

Nerve agents are organophosphorus compounds that exert their lethality by inhibiting the enzyme 

acetylcholinesterase, which is essential for the breakdown of the neurotransmitter acetylcholine at neural 

synapses and neuromuscular junctions. When acetylcholinesterase is inhibited, acetylcholine 

accumulates, causing continuous stimulation of cholinergic receptors. This overstimulation leads to a 

characteristic cholinergic crisis, manifesting as miosis, excessive salivation, bronchorrhoea, 

bronchoconstriction, muscle fasciculations, seizures, and ultimately respiratory paralysis and cardiac 

arrest. 

Sarin, or GB, is a colourless, odourless, volatile liquid that is primarily absorbed through inhalation and 

skin contact, with inhalation being the most rapid route of absorption. The volatile nature of sarin means 

that in open environments, it dissipates relatively quickly, but in enclosed spaces, it can maintain lethal 

concentrations for extended periods. The estimated lethal dose for inhalation is 0.5 to 1.0 milligrams, 

depending on individual physiology and environmental conditions. The Tokyo subway attack demonstrated 

the effectiveness of sarin in a confined public space, and the rapid onset of symptoms overwhelmed the 

local medical response infrastructure. 

VX is a persistent nerve agent, meaning it is significantly less volatile than sarin and remains in the 

environment for extended periods, potentially days or weeks after deployment. VX is an amber-coloured, 

tasteless, odourless liquid that is exceptionally toxic, with a lethal dermal dose estimated at approximately 

10 milligrams. The persistence of VX makes it particularly attractive for surface contact attacks, as it can 

be applied to surfaces such as door handles, seats, or clothing and remain potent. The assassination of 

Kim Jong-nam in 2017 illustrates the feasibility of dermal VX deployment in a public space, as the 

perpetrators smeared a small quantity onto his face, leading to death within 20 minutes. 

Novichok Agents represent a family of fourth-generation nerve agents developed by the Soviet Union in 

the 1970s and 1980s under the highly classified “Foliants” programme. These agents were designed to be 

undetectable by standard NATO chemical detection equipment and to circumvent the Chemical Weapons 

Convention verification protocols. Some Novichok variants are binary agents, meaning they consist of two 

relatively non-toxic components that are stored separately and combine to form the lethal nerve agent 

upon deployment. This binary nature simplifies transport and storage, as the components are not 

classified as chemical weapons until mixed. The Skripal case demonstrated the extreme potency of 

Novichok, as exposure to a surface containing what was later identified as a relatively small quantity of 

the agent was sufficient to poison two individuals. The Navalny case further demonstrated the innovation 

of delivery mechanisms, with the agent placed in his underwear for prolonged dermal absorption. 

Biological Toxins 

Ricin is a highly potent plant-derived protein toxin extracted from the seeds of the castor bean plant. It is 

a type 2 ribosome-inactivating protein, meaning it catalytically inactivates eukaryotic ribosomes, thereby 

inhibiting protein synthesis and causing cell death. Ricin is particularly toxic when injected or inhaled, with 

an estimated lethal injection dose of approximately 0.2 milligrams. When ingested, ricin is significantly less 

lethal due to its limited absorption through the gastrointestinal tract, although severe poisoning can still 

http://www.obsidianrb.org/


Obsidian Research Bureau  
Counter Insurgency Perspectives  

Obsidian Research Bureau 
www.obsidianrb.org 

 

Page 12 of 30 

occur. The Markov case demonstrated the feasibility of ricin injection via a modified umbrella; the wax-

encapsulated pellet design ensured that the toxin was not released until it had reached the target tissue. 

There is no specific antidote for ricin poisoning, and treatment is limited to supportive care, including 

intravenous fluids, respiratory support, and blood pressure management. 

Botulinum Toxin is the most acutely toxic substance known to humanity. Produced by the bacterium 

Clostridium botulinum, this toxin is a protease that cleaves specific proteins involved in the exocytosis of 

acetylcholine at neuromuscular junctions. This action prevents the release of the neurotransmitter, leading 

to flaccid paralysis. The toxin is primarily absorbed through ingestion, although inhalation and injection 

are also possible. The onset of symptoms typically occurs within 12 to 72 hours and includes blurred vision, 

difficulty swallowing, dry mouth, and descending symmetrical flaccid paralysis. Without mechanical 

ventilation, respiratory paralysis is fatal. A specific antitoxin is available and is most effective when 

administered early in the clinical course. 

Anthrax, caused by the bacterium Bacillus anthracis, is a highly virulent and persistent biological agent. In 

its spore form, anthrax is extremely hardy and can survive in the environment for decades. Inhalation 

anthrax is the most lethal form, as the spores are deposited in the alveolar spaces, where they are 

phagocytosed by macrophages and transported to the mediastinal lymph nodes. Once there, the spores 

germinate into vegetative cells, producing three toxin components: protective antigen, lethal factor, and 

oedema factor. The clinical syndrome of inhalation anthrax is biphasic, initially resembling a common cold 

or flu, followed by a severe phase characterised by rapid respiratory failure, shock, and death. The 2001 

Amerithrax attacks in the United States demonstrated the feasibility of weaponising anthrax spores for 

postal dissemination, resulting in five deaths and seventeen cases of infection. 

Radioactive Isotopes 

Polonium-210 is a rare, highly radioactive isotope that emits high-energy alpha particles. Alpha particles 

are relatively heavy and have limited penetrance; a sheet of paper or the outer layer of dead skin cells can 

block their passage. However, when polonium-210 is ingested or inhaled, the alpha particles are emitted 

directly onto internal tissues, causing devastating cellular damage. The biological effects are primarily 

caused by the generation of reactive oxygen species that break DNA strands and induce oxidative stress, 

leading to cell death, bone marrow suppression, and multi-organ failure. The Litvinenko case 

demonstrated that a lethal dose of polonium-210 is approximately 10 micrograms, a quantity so small it 

is invisible to the naked eye. The symptomatic course of acute radiation syndrome is divided into four 

phases: prodromal, latent, manifest illness, and recovery or death. In the manifest illness phase, patients 

experience profound bone marrow suppression, gastrointestinal necrosis, and cardiovascular collapse. 

Pharmaceutical and Industrial Toxins 

Cyanide is a rapidly acting metabolic poison that inhibits cytochrome c oxidase, the terminal enzyme in 

the electron transport chain of the mitochondria. This inhibition prevents the utilisation of oxygen for 

cellular respiration, leading to a shift from aerobic to anaerobic metabolism, lactic acidosis, and depletion 

of cellular adenosine triphosphate (ATP). Symptoms of cyanide poisoning include headache, confusion, 

seizures, respiratory distress, and cardiac arrest. Cyanide is rapidly absorbed and acts within minutes; 

antidotes such as hydroxocobalamin and sodium thiosulfate are available but must be administered within 
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a narrow clinical window. The Karachi kidnapping case, where cyanide-laced orange juice was forced on a 

victim, highlights the rapid incapacitation that cyanide provides. 

Dioxins are a family of persistent organic pollutants that are by-products of industrial processes, including 

waste incineration and chemical manufacturing. Dioxins are not rapidly lethal but cause a characteristic 

clinical syndrome known as chloracne, a severe and disfiguring skin condition, along with liver damage, 

immunosuppression, and endocrine disruption. The Yushchenko case, where the Ukrainian presidential 

candidate was poisoned with dioxin-laced soup, illustrates the utility of dioxins for incapacitation and 

disfigurement, effectively removing a political threat without causing immediate death. The long half-life 

of dioxins in the human body, which can exceed seven years, means that victims suffer lifelong health 

consequences. 

Fentanyl Analogues are synthetic opioids that are significantly more potent than morphine, with fentanyl 

itself estimated to be 50 to 100 times more potent. More recent analogues, such as carfentanil, which is 

10,000 times more potent than morphine, are weaponisable as incapacitating agents. These compounds 

are rapidly absorbed through inhalation, ingestion, and skin contact. The failed assassination attempt on 

Khalid Meshaal in 1997, where Mossad operatives attempted to apply fentanyl to his ear, illustrates the 

potential of opioids as non-lethal subdual agents, although the plan failed due to operational errors and 

the prompt administration of an antidote. 

DELIVERY MECHANISMS AND OPERATIONAL TACTICS 

Food and Beverage Contamination 

Ingestion-based attacks represent the most frequently attempted and historically documented vector for 

poisoning, primarily due to the ease of access to the principal’s food supply chain. Contamination can 

occur at any point along the chain of custody, from agricultural production and packaging to 

transportation, storage, preparation, and final service. Protection teams must therefore implement a 

rigorous “farm-to-fork” security protocol that includes verification of suppliers, documented chain of 

custody, supervision of food preparation by security personnel, and pre-service testing for toxins and 

chemical contaminants. 

The principal’s dining patterns, dietary preferences, and food sourcing present predictable vulnerabilities. 

Adversaries may contaminate a specific item that is known to be part of the principal’s regular diet, such 

as a particular brand of tea, bottled water, or supplement. The use of delayed-action poisons, such as 

radioactive isotopes or biological toxins with incubation periods, complicates detection and attribution, as 

the contamination event may have occurred hours or days before symptom onset. The principal’s habitual 

dining locations, whether private residences, corporate facilities, or public restaurants, each present 

distinct risk profiles that must be assessed and mitigated during advance work. 

Environmental Surface Contamination 

Dermal contact attacks leverage the remarkable permeability of human skin to lipophilic compounds and 

chemical warfare agents. The Skripal case, where Novichok was applied to a door handle, and the Kim 

Jong-nam case, where VX was smeared on the face, illustrate the feasibility of surface contamination as a 

precise and effective assassination method. The persistence of certain agents, such as VX and Novichok, 

http://www.obsidianrb.org/


Obsidian Research Bureau  
Counter Insurgency Perspectives  

Obsidian Research Bureau 
www.obsidianrb.org 

 

Page 14 of 30 

on environmental surfaces means that contamination can remain viable for days or even weeks, posing a 

risk to the principal and any individuals who subsequently contact the same surfaces. 

Protection teams must consider all surfaces that the principal is likely to contact: door handles, lift buttons, 

handrails, aircraft seat armrests, hotel room furniture, vehicle door handles, steering wheels, and personal 

effects such as mobile phones, tablet devices, and clothing. The advance survey should include the 

collection of wipe samples from frequently contacted surfaces for laboratory analysis and, where 

practicable, the deployment of handheld chemical detection equipment to identify the presence of surface 

contamination prior to principal arrival. 

Injection and Mechanical Delivery 

Injection-based attacks, while requiring closer physical proximity than environmental surface 

contamination, offer the advantage of precise dosing and the circumvention of first-pass metabolism. The 

Markov umbrella case remains the paradigm for mechanical injection delivery; however, modern 

adversaries have diversified their methods to include incapacitant darts, needle-tipped pens, modified 

medical syringes, and concealed inoculating devices disguised as cameras, watches, or credit card readers. 

The security challenge of injection attacks is the difficulty of detecting a covert needle puncture among 

the routine physical contact of daily life. The principal may be jostled in a crowd, brushed against in a 

queue, or engaged in casual handshakes or embraces, any of which could provide an opportunity for a 

skilled operative to administer a needle injection. Protection teams must maintain heightened situational 

awareness in close-contact environments and be trained to recognise the subtle physical indicators of a 

covert injection, including the brief sensation of a pinprick or the presence of small, unexplained skin 

lesions. 

Aerosol and Inhalation Dispersal 

Aerosol attacks are highly effective in enclosed environments where air circulation is limited, such as 

aircraft cabins, conference rooms, vehicles, and public transport systems. The Aum Shinrikyo sarin attacks 

in the Tokyo subway demonstrated that even crude aerosolisation methods, involving the simple puncture 

of plastic bags, can produce mass casualties in a confined space. More sophisticated adversaries may 

utilise specialised aerosol generators, such as compressed-air or ultrasonic nebulisers, to produce a fine 

mist of agent-laden particles. 

The primary challenge for aerosol attacks is achieving effective dispersal in open-air environments, where 

wind, temperature gradients, and turbulence rapidly dilute the agent. For protection teams, this means 

that enclosed environments are of significantly higher concern than open spaces, although the principal’s 

presence at outdoor events remains a vulnerability if the adversary can achieve close-range aerosolisation. 

The deployment of continuous CBRN monitoring systems in frequently visited facilities, including air 

sampling and particulate detection, provides early warning of airborne contaminants. 

Medical and Pharmaceutical Infrastructure Subversion 

The subversion of medical infrastructure is among the most difficult poisoning vectors to prevent, as the 

principal’s healthcare providers operate in a context of trust and confidentiality. Adversaries may seek to 

recruit or coerce medical personnel through bribery, blackmail, or ideological alignment. Alternatively, 
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they may physically intercept medications, pharmaceutical supplies, or intravenous fluids during 

transportation or storage. 

Vulnerabilities exist at multiple points: hospitals and clinics, where the principal may receive inpatient 

care; private medical practices, where routine examinations and treatments occur; and the principal’s own 

residence, where medications are stored and administered by household staff. Protection teams must vet 

all medical personnel with access to the principal, conduct regular audits of medication stock and storage, 

and implement protocols for the secure transportation and handling of pharmaceuticals. The principal 

should also maintain a separate, independently sourced emergency medication supply for use in any 

contingency. 

Personal Grooming and Cosmetic Contamination 

Personal care items, including toiletries, cosmetics, grooming products, and dental hygiene supplies, 

represent a high-value target for poisoning attacks, as the principal routinely handles and applies these 

products directly to mucous membranes and skin. Contamination of shampoos, lotions, toothpaste, and 

shaving creams with neurotoxins, heavy metals, or endocrine-disrupting compounds can produce a slow, 

cumulative toxic effect that is difficult to diagnose and attribute. 

The security of personal care items is often overlooked in executive protection programmes, which 

typically focus on food and beverage security. Yet these products are frequently handled without security 

oversight, sourced from retail or online channels without supply chain verification, and stored in 

unsecured private spaces such as bathrooms and dressing rooms. Protection teams must implement 

protocols for the procurement, storage, and monitoring of all personal care items, including routine testing 

for chemical contamination and the restriction of access to these items to vetted personnel. 

Deployment Through Car Ventilation Systems  

While specific details of multiple FSB officers being poisoned via their car's ventilation system in the late 

1990s remain elusive in open sources, the tactic is a documented method of assassination with roots in 

that era. 

This method was reportedly part of the FSB's operational arsenal as early as the mid-1990s. Mikhail 

Trepashkin, a former FSB officer, stated in 2002 that poisons were routinely applied as aerosols or with a 

brush to areas like vehicle steering wheels and air conditioner intakes. 

An earlier 1992 incident provides additional context. Colonel General Yuri Gusev, First Deputy Chief of the 

GRU, was involved in a fatal car accident when his driver lost consciousness at the wheel. The investigation 

concluded the driver had been exposed to a potent toxic substance after a stranger was seen approaching 

the vehicle and touching the steering wheel, suggesting a deliberate assassination attempt. 

In 2018, British authorities concluded that former GRU colonel Sergei Skripal and his daughter were 

poisoned through the ventilation system of his BMW, which had been contaminated with a powdered form 

of the Novichok nerve agent. 

The most recent incident is a 2025 plot where the FSB arrested a Russian citizen accused of working for 

Ukrainian intelligence. His plan was to pour toxic chemicals into the ventilation systems of vehicles 

belonging to employees at a defense plant in the Yaroslavl region. The chemicals were described as capable 
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of causing severe respiratory burns and potentially death. The suspect was promised 1.5 million rubles 

(about $14,600) for the attack, and similar plots were also reportedly foiled in Novosibirsk and Armavir. 

Emerging Delivery Methods 

E-Commerce Contamination: Iranian state media has published videos demonstrating how VX nerve agent 

could be used to contaminate luxury clothing ordered online by targets. VX is oil-based, odourless, and 

colourless; skin contact leads to death within 2-18 hours. 

Insider Exploitation: The 2026 threat against Melania Trump highlighted the insider threat: Iranian media 

proposed bribing a member of the target’s styling team to gain close access. This underscores the 

vulnerability created by anyone with physical access to the principal’s person, clothing, or personal effects. 

Supply Chain Infiltration: Contamination can occur at any point in the supply chain—from food production 

and packaging to transportation and storage. Protection teams must assess not only the final point of 

service but the entire chain of custody. 

DETECTION TECHNOLOGIES AND THEIR LIMITATIONS 

Handheld Detection Devices 

Portable chemical and biological detection systems are essential tools for protection teams, enabling the 

rapid on-site screening of food, beverages, environmental surfaces, and air samples. Commercially 

available handheld detectors utilise a range of technologies, including ion mobility spectrometry, flame 

photometry, electrochemical sensors, and surface-enhanced Raman spectroscopy. Each technology has 

specific capabilities and limitations; ion mobility spectrometry is highly effective for volatile chemicals but 

less sensitive for non-volatile compounds, while Raman spectroscopy can identify a wider range of 

substances but may be less portable and more expensive. 

The integration of handheld detection into standard operating procedures is critical. All team members 

responsible for advance work or principal protection should be trained in the proper use of detection 

equipment, including sampling techniques, instrument calibration, and result interpretation. It is 

important to note that no single handheld detector can identify all potential toxins; a layered approach, 

employing multiple detection technologies, is necessary to achieve comprehensive threat coverage. 

Fixed-Site Monitoring Systems 

Frequent locations, such as the principal’s primary residence, corporate headquarters, and designated safe 

houses, should be equipped with fixed-site CBRN monitoring systems that provide continuous surveillance 

of the ambient environment. These systems typically include aerosol particle counters, chemical vapour 

sensors, and biological aerosol collectors, which can provide early warning of a deliberate or accidental 

release. 

The Building Sentry system, utilised by certain government protection agencies, provides a comprehensive 

monitoring framework capable of detecting, classifying, and tracking airborne chemical and biological 

contaminants. Integration of fixed-site monitoring with alerting and incident response procedures ensures 

that any deviation from baseline conditions is immediately flagged for investigation by security personnel. 
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Laboratory Analysis 

While field-deployable screening devices provide rapid preliminary assessments, definitive identification 

of chemical or biological agents requires laboratory analysis using mass spectrometry, gas 

chromatography, and polymerase chain reaction techniques. Protection teams must maintain pre-

established relationships with accredited analytical laboratories capable of processing environmental, 

food, and biological samples in an expedited manner. 

The chain of custody for laboratory samples must be meticulously documented to preserve the integrity 

of evidence for potential criminal prosecution. Sample collection, packaging, labelling, and transportation 

must follow validated protocols to avoid contamination or degradation that could compromise the 

analysis. Protection teams should coordinate with law enforcement or investigative agencies to ensure 

that any forensic evidence collected during a CBRN incident is properly preserved and admissible in legal 

proceedings. 

Medical Diagnostics 

The clinical signs and symptoms of poisoning may provide the initial indication that a principal has been 

exposed. Protection medical officers must be trained to recognise the characteristic presentations of 

common poisoning agents, including the miosis and convulsions of nerve agent exposure, the flaccid 

paralysis of botulinum toxin, the respiratory distress of ricin, and the gastrointestinal and haematological 

effects of radioactive isotope ingestion. 

Diagnostic confirmation, including blood, urine, hair, and tissue analysis, must be conducted in a 

laboratory setting. Point-of-care testing, while advancing, remains limited for many biological and chemical 

agents. Protection teams must identify in advance the nearest medical facilities with toxicological testing 

capabilities and establish protocols for the rapid transfer of biological samples for analysis. The window 

for effective diagnostic testing is often narrow, as many agents are rapidly metabolised or excreted, making 

timely sample collection a priority. 

Limitations of Current Technology 

Despite significant advances in detection technology, several limitations persist. No field-deployable 

device can detect all possible poisoning agents, and false positives and false negatives are a concern, as 

demonstrated by the Indian yoghurt incident, where the active bacterial cultures in yoghurt triggered false 

biological alerts, leading to the scrapping of an entire banquet meal. This illustrates the importance of 

proper training and the interpretation of results in context. 

Furthermore, certain agents, such as binary nerve agents in their non-mixed state, are undetectable by 

standard field equipment. The availability and cost of high-end detection systems may be prohibitive for 

private-sector protection teams. Detection technology is an essential component of a layered defence, but 

it cannot replace rigorous security protocols, chain-of-custody controls, and comprehensive training. 

PREVENTIVE COUNTERMEASURES AND OPERATIONAL PROTOCOLS 

Supply Chain Security and Verification 
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The security of the principal’s supply chain, from food and beverages to personal effects and 

pharmaceuticals, is paramount in preventing poisoning attacks. Protection teams must conduct thorough 

assessments of all suppliers, verifying their identity, reputation, and operational security. Documentation 

of the supply chain, including records of procurement, transportation, storage, and delivery, must be 

maintained to establish a documented chain of custody. 

The “last mile” delivery is of particular concern, as items may be vulnerable to contamination or 

substitution at this stage. Security personnel should supervise the receipt, inspection, and storage of all 

consumable items, and protocols for escalating anomalies, such as tampered packaging, unknown items, 

or mislabelled shipments, must be established and practiced. 

Food and Beverage Testing Protocols 

All food and beverages destined for the principal should be screened using approved detection equipment 

before service. The British military’s approach to VIP dining security provides a useful operational 

framework: food is sampled from the same source as the principal’s portion and tested on-site with 

chemical and biological detection kits. Any item that triggers a positive reading, or exhibits an anomaly 

such as unusual odour, colour, or consistency, is immediately quarantined for further laboratory analysis. 

The “taster” protocol, where a designated individual consumes a portion of the principal’s food prior to 

the principal, remains a standard practice. While this protocol is not foolproof against delayed-action 

agents, it provides a time buffer for the observation of any immediate toxic effects and serves as a 

deterrent against certain types of contamination. 

Environmental Hygiene and Security 

Frequent environmental surface sampling should be conducted as part of routine security operations. 

High-contact surfaces, including door handles, tables, seats, and electronic devices, should be swabbed 

and tested for chemical and biological agents. Regular environmental hygiene measures, such as deep 

cleaning of the principal’s residence and frequent air quality monitoring, contribute to the maintenance 

of a secure and toxin-free environment. 

The implementation of access controls to the principal’s private spaces, including residential and office 

accommodations, ensures that only vetted personnel have physical access to surfaces and items that may 

come into contact with the principal. All cleaning, maintenance, and repair personnel should be subject 

to background screening and monitored during their access to sensitive areas. 

Insider Threat Mitigation and Personnel Vetting 

The insider threat is among the most dangerous vulnerabilities in protection operations. Any individual 

with access to the principal’s consumables, personal effects, or medical care represents a potential vector 

for poisoning. Protection teams must conduct comprehensive and recurring background checks on all 

personnel with such access, including household staff, executive assistants, chefs, catering staff, healthcare 

providers, and personal stylists. 

Behavioural indicators of compromise should be continuously monitored, including unexplained financial 

difficulties, sudden changes in lifestyle, indebtedness, emotional distress, and unusual absences or 

scheduling changes. A robust reporting culture, where staff members are encouraged to express concerns 
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about colleagues without fear of reprisal, can provide early warning of insider threat development. 

Engagement with psychological and ethical screening programmes may also be appropriate for personnel 

in high-trust positions. 

The Advance Survey and Threat Assessment 

The advance survey is the cornerstone of protective planning for every principal movement. A 

comprehensive advance for a poisoning threat must include not only the conventional security 

considerations of physical access, crowd management, and emergency egress but also a thorough CBRN 

vulnerability assessment. This assessment includes identifying all food and beverage sources, testing 

environmental surfaces, assessing the HVAC systems for vulnerability to aerosol deployment, and verifying 

the medical infrastructure for the principal’s potential healthcare needs. 

The threat assessment must be a living document, updated in real time as intelligence emerges. The FBI 

and Secret Service approach of relying on meticulous advance work and threat assessments to identify 

potential risks must be standardised across all executive protection details. Continuous threat evaluation, 

leveraging intelligence sources and environmental scanning, ensures that risks are identified and mitigated 

before they can materialise into an incident. 

EMERGENCY RESPONSE AND MEDICAL MANAGEMENT 

The Critical First Minutes 

The immediate response to a suspected poisoning incident is critical in determining the principal’s survival 

and long-term health outcomes. The medical team must simultaneously address several priorities: 

removal from the hazardous environment, decontamination, and the administration of antidotes, while 

ensuring the safety of the response personnel. 

Exposure to a chemical agent requires immediate removal from the source of contamination. The principal 

should be moved to an area of clean air, and any contaminated clothing should be removed. Proper 

personal protective equipment (PPE) must be donned by all responders before approaching the casualty 

to prevent secondary contamination. The National Institute for Occupational Safety and Health (NIOSH) 

guidance on CBRN PPE provides a standardised operational framework for selecting and using protective 

ensembles. 

Decontamination Protocols 

Decontamination is the physical removal of the toxic agent from the principal’s body and is among the 

most time-sensitive interventions in the management of poisoning. For skin contamination, the immediate 

flushing of the affected area with copious amounts of water and soap is effective in removing many 

chemical agents. For ingestion, activated charcoal may be administered if the agent is likely to be absorbed 

from the gastrointestinal tract and if the principal is conscious and able to swallow. 

For chemical warfare agents, commercial decontamination kits, such as Reactive Skin Decontamination 

Lotion (RSDL), are standard-issue for many protection teams. These lotions oxidise and neutralise chemical 

agents on the skin, reducing the dermal absorbed dose. For radiation exposure, decontamination involves 

the removal of contaminated clothing and the washing of skin with soap and water to remove radioactive 

particles. Biological agents may not require immediate decontamination beyond the removal of 
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contaminated clothing and washing of exposed skin; however, antibiotic prophylaxis may be indicated for 

certain exposures, such as anthrax. 

Medical Countermeasures and Antidote Administration 

The administration of specific antidotes is time-sensitive and must be guided by the clinical presentation 

and, if available, rapid diagnostic testing. The following therapeutic agents are among the most critical for 

protection team medical officers to have immediately available: 

• Atropine is the primary antidote for nerve agent poisoning, as it blocks the muscarinic effects of 

acetylcholine accumulation, including bronchorrhoea, bronchoconstriction, and bradycardia. Atropine 

is administered by intramuscular injection, typically via auto-injector, and repeated doses may be 

required based on clinical response. 

• Pralidoxime, or 2-PAM, is used in conjunction with atropine for severe nerve agent poisoning. It 

reactivates phosphorylated acetylcholinesterase, regenerating the enzyme’s function. However, it is 

most effective when administered early, as the nerve agent-acetylcholinesterase bond becomes 

permanent over time in a process known as aging. 

• Hydroxocobalamin is the antidote for cyanide poisoning. It binds to cyanide ions, forming 

cyanocobalamin, a non-toxic compound that is renally excreted. Hydroxocobalamin is effective when 

administered intravenously and should be available in any medical kit deployed where cyanide threat 

is assessed. 

• Botulinum Antitoxin is available for the treatment of botulinum toxin poisoning. It is produced from 

equine or human immune serum and is effective at neutralising circulating toxin, preventing further 

binding to nerve terminals. However, it does not reverse existing paralysis, so mechanical ventilation 

may still be required. 

• Potassium Iodide is used for thyroid blockade in the event of radioiodine exposure. While not 

protective against polonium-210, it may be indicated for other radiation incidents. 

Supportive Care is the cornerstone of poisoning management, as many agents lack specific antidotes. 

Mechanical ventilation, intravenous fluid resuscitation, vasopressor support, and dialysis may all be 

indicated based on the clinical scenario. The protection team’s medical plan must include arrangements 

for the rapid transfer of the principal to a facility capable of providing such interventions, as the on-site 

medical capability is typically limited to immediate life-saving measures. 

The Medical Evacuation Plan 

A robust medical evacuation plan is essential, as the principal may need transfer to a tertiary care centre 

with specialised CBRN treatment capabilities. The plan must include the identification of pre-coordinated 

medical facilities, the validation of their CBRN treatment capacity, and the establishment of 

communication protocols for handover. 

Pre-coordination is imperative, as hospitals may be unprepared to handle a CBRN casualty if they have not 

been pre-alerted and their protocols not activated. The protection team’s medical officer should maintain 

direct contact with the receiving hospital’s emergency department, providing them with relevant clinical 

information, a preliminary assessment of the agent, and the decontamination status of the principal. The 
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World Health Organization’s guidelines for CBRN incident medical management provide a useful 

international framework for coordinating the medical response. 

Psychological and Psychiatric Support 

The psychological impact of a poisoning attack extends beyond the principal. Any individuals involved—

the principal, family members, close protection team, and first responders—may experience post-

traumatic stress, survivor’s guilt, and heightened anxiety. Psychological support must be integrated into 

the medical plan, including the availability of psychiatric and psychological counselling, peer support, and 

crisis intervention. The principal’s resilience and the management of fear and anxiety are critical factors in 

ensuring a full recovery and maintaining the principal’s confidence in their protection arrangements. 

LEGAL AND POLITICAL FRAMEWORKS 

International Prohibitions 

The Chemical Weapons Convention of 1993, which entered into force in 1997, prohibits the development, 

production, stockpiling, and use of chemical weapons. The convention is widely ratified but its verification 

and enforcement mechanisms are limited. The use of chemical agents for assassination or terrorism is a 

clear violation, but the attribution to a state actor is complicated by the absence of an effective 

enforcement mechanism and the sovereign immunity of state officials. 

The Biological and Toxin Weapons Convention of 1972 prohibits the development, production, and 

stockpiling of biological weapons. Like the CWC, it lacks a comprehensive verification and enforcement 

mechanism. The use of toxins for assassination violates the convention, but the practical challenges of 

prosecution are significant, as the perpetrators may be acting under state direction and the sovereign 

immunity of state officials often prevents prosecution. 

National Legislation and Domestic Enforcement 

Many nations have enacted domestic legislation criminalising the use of chemical and biological agents. 

The United States has the Biological Weapons Anti-Terrorism Act, the Chemical Weapons Convention 

Implementation Act, and the Patriot Act. The United Kingdom has the Terrorism Act, the Anti-Terrorism, 

Crime and Security Act, and the Chemical Weapons Act, which provide the legal basis for domestic criminal 

prosecution. 

However, extraterritorial prosecution of state-sponsored assassins faces significant obstacles, including 

the absence of extradition treaties, the sovereign immunity of state officials, the political sensitivity of the 

case, and the difficulty of gathering admissible evidence in a foreign jurisdiction. The political will to pursue 

legal action against a powerful state actor is often lacking, as the Litvinenko and Skripal cases illustrate. In 

the Litvinenko case, a public inquiry was held, and the suspects were charged in absentia, but no 

extradition was sought. In the Skripal case, the Russian suspects were identified by the UK government, 

but the response was limited to diplomatic expulsions and the imposition of sanctions. 

Implications for Protection Teams 

The legal impunity enjoyed by state-sponsored poisoners has profound implications for protective 

operations. Adversaries may calculate that the benefits of a successful assassination outweigh the limited 
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political and legal risks of detection. This reality must inform threat assessments: state actors with 

demonstrated willingness to use chemical weapons must be treated as capable of doing so again, 

regardless of the legal frameworks in place. 

Protection teams must also be aware of the legal and ethical obligations they bear regarding their 

principal’s health and safety. A failure to exercise reasonable care in preventing a poisoning incident could 

result in civil liability or, in some jurisdictions, criminal negligence charges, if the protection team failed to 

implement reasonably practicable security measures. 

CASE STUDIES IN OPERATIONAL DEFEAT 

The Yushchenko Case: A Failure of Advance Warning 

Viktor Yushchenko, the Ukrainian presidential candidate in 2004, was poisoned during a dinner with 

security officials. The dioxin contamination of his soup was likely the work of Ukrainian intelligence 

operatives. The case illustrates the profound vulnerability of principals who dine with individuals they 

believe to be trusted: the security officials who hosted the dinner were, in fact, the perpetrators. The 

subsequent disfigurement of Yushchenko removed him from the political spotlight for months, although 

he ultimately recovered enough to win the presidency. The case also demonstrates the persistence of the 

adversary; the poisoning was not a one-off event but part of a broader campaign to destabilise the political 

opposition. 

The BP Executive Case: Slow Poisoning and Evasion 

The alleged slow poisoning of BP CEO Bob Dudley in Russia, where blood tests revealed the presence of 

toxins, forced him to flee the country. The case demonstrates the threat of chronic, low-level poisoning, 

which may be difficult to detect and attribute. The slow onset of symptoms, often non-specific, may go 

undiagnosed for weeks or months. The case also illustrates the operational decision-making required of a 

principal when confronted with a credible poisoning threat; Dudley’s decision to depart Russia was an 

appropriate risk-mitigation strategy, as remaining in a hostile environment with an undiagnosed threat 

was untenable. 

The Kim Jong-nam Case: Airport Security Failure 

The assassination of Kim Jong-nam at Kuala Lumpur International Airport demonstrated that even a major 

international airport, with significant security infrastructure, cannot guarantee protection against a 

determined state-sponsored poisoner. The perpetrators—two women who smeared VX on the victim’s 

face—operated with impunity in a public space. The airport’s security cameras captured the incident, but 

the operatives were not identified until after the event. The case accelerated the creation of Malaysia’s 

CBRNE police unit, highlighting how major incidents drive capability development, but also exposing the 

critical gap between conventional airport security and CBRN defence. 

The Tylenol Tampering: Supply Chain Vulnerability 

While not an assassination, the 1982 Tylenol tampering case in the United States, where cyanide was 

placed in over-the-counter capsule bottles, resulted in seven deaths and fundamentally altered product 

security protocols. The case demonstrates that supply chain contamination is a viable means of causing 

mass casualties, and that such an attack could be directed against a principal’s specific medication supply. 
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The introduction of tamper-evident packaging was a direct result of this case, illustrating the potential for 

industry-wide changes in response to poisoning threats. 

EXECUTIVE SELF-PROTECTION AND AWARENESS 

Personal Discipline and The Zero-Trust Mindset 

Executives must understand that their own behaviour is the first and most critical line of defence against 

poisoning. A disciplined approach to personal security, including the firm refusal to consume food or 

beverages from untrusted sources, is essential. Executives should avoid accepting unsealed items from 

strangers, be suspicious of unexpected gifts or deliveries, and report any concerns about product integrity 

to their protection team immediately. 

The adoption of a zero-trust mindset is critical: no one, regardless of their relationship with the principal, 

should be implicitly trusted with access to consumables or personal effects. The primary protection team 

must earn trust through continuous vetting and behavioural monitoring, but all other individuals are 

potential threats. 

Situational Awareness and Training 

Executives should be trained to recognise the indicators of potential poisoning attempts, including 

unsolicited offers of food or drink, unexpected changes in household or catering staff, unusual odours or 

tastes in food, unexplained illness in staff or family members, and any deviation from standard supply 

chain protocols. The principal should actively engage with their protection team, asking questions and 

reporting observations. A culture of openness, where concerns are taken seriously rather than dismissed 

as paranoia, is essential for the early detection of threats. 

Communication Protocols 

Clear communication protocols between the executive and their protection team must be established. The 

executive should have direct access to the team leader and should not hesitate to express any suspicion, 

no matter how minor it may seem. A direct telephone hotline, a dedicated signal, or a discreet operational 

code can be used for this purpose. Prompt reporting allows the protection team to initiate rapid 

investigation and risk mitigation. 

Medical Vigilance 

Executives must maintain a heightened state of medical vigilance. Any unexplained symptom, particularly 

neurological symptoms such as blurred vision, dizziness, headache, or muscle weakness; respiratory 

distress; gastrointestinal upset; or skin changes, should be immediately reported to the team’s medical 

officer. Maintaining a trusted relationship with a physician trained in toxicology is advisable, and executives 

should ensure that their medical records are accessible to their protection team in the event of a medical 

emergency. 

RECOMMENDATIONS AND CONCLUSION 

Integration of CBRN into Operational Doctrine 
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Protection teams must integrate CBRN defence into all aspects of their operational doctrine, from threat 

assessment and advance work to emergency response and medical protocols. The team should designate 

a CBRN specialist who is responsible for the procurement, maintenance, and training on detection 

equipment, as well as the development of standard operating procedures for CBRN incident management. 

All team members should receive foundational CBRN awareness training, and the designated specialist 

should pursue advanced certification in chemical and biological defence. 

Equipment and Technology Investment 

Protection teams must invest in validated detection equipment, including handheld chemical detectors 

and biological screening devices, and ensure that all team members are proficient in their proper use. 

Fixed-site CBRN monitoring systems should be installed in frequently occupied facilities. A robust medical 

kit, including nerve agent antidotes, cyanide antidotes, and antitoxins, must be maintained, and the 

expiration dates of these critical medications must be actively monitored. 

Medical Infrastructure Coordination 

Pre-arranged medical coordination with tertiary care centres capable of treating CBRN casualties is 

essential. Protection teams should develop memoranda of understanding with these facilities, conduct 

periodic drills to validate the protocols, and maintain up-to-date contact information for the receiving 

facility’s emergency department. The team should have the capability to transport the principal to a pre-

coordinated facility within the “golden hour” of poisoning management. 

Intelligence Collection and Analysis 

Protection teams must continuously collect and assess threat intelligence on emerging agents, delivery 

methods, and known adversary capabilities. Intelligence sharing with law enforcement and allied 

protective agencies is essential to maintaining a comprehensive threat picture. The intelligence analysis 

should inform threat assessments and operational decisions, ensuring that protective measures evolve in 

response to changing threats. 

Personnel Vetting and Insider Threat Management 

Recurring background checks and continuous behavioural monitoring of all personnel with access to the 

principal are non-negotiable. An insider threat programme, including a reporting culture that encourages 

staff to express concerns, must be implemented. Teams should consider the use of psychological and 

ethical screening for personnel in high-trust positions, and any change in behaviour, personal 

circumstances, or ideology should trigger a review of the individual’s access. 

Training and Exercise Regimen 

CBRN training must be scenario-based and conducted on a regular schedule. Exercises should simulate a 

range of poisoning scenarios, including ingestion, surface contact, and aerosol exposure, and should 

involve the full protection team and the principal where possible. The exercises should include the use of 

detection equipment, decontamination, the administration of antidotes, and the execution of the medical 

evacuation plan. Lessons learned from exercises should be incorporated into revised protocols. 
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Conclusion 

The poisoning threat to close protection personnel and executives is not hypothetical; it is a documented, 

persistent, and evolving reality. The historical cases detailed in this briefing—from Markov to Litvinenko, 

Skripal to Navalny—demonstrate that state and non-state actors possess both the capability and the 

willingness to deploy chemical, biological, and radiological agents against high-value targets. The 

adversaries are innovating their methods, exploiting new delivery mechanisms, and taking advantage of 

the gaps in conventional protection. 

Protection against poisoning requires a fundamental paradigm shift from the traditional "bullet-proof" 

security model to a comprehensive, multi-layered CBRN defence capability. This capability must include 

robust threat assessment, validated detection technologies, rigorous supply chain controls, 

comprehensive training, and expert medical preparedness. The protection team must adopt a zero-trust 

mindset, and the executive must be an active partner in their own protection. 

The investment in CBRN defence is not optional; it is essential. The cost of a successful poisoning—the loss 

of a principal, the operational disruption, the damage to reputation, and the legal and financial 

consequences—far outweighs the investment in the training, equipment, and personnel required to 

prevent such an attack. Protection teams that fail to prepare for the poisoning threat are leaving their 

principals exposed to one of the most insidious and difficult-to-detect methods of attack. The time to 

integrate CBRN defence into protective operations is now. 

50 INTERNATIONAL POISONING CASES (1978–2026) 

RUSSIA, UKRAINE & EASTERN EUROPE 

• Alexei Navalny (2024) – Russian opposition leader died in an Arctic prison; European nations concluded 

he was killed with epibatidine, a neurotoxin from poison dart frogs. 

• Alexei Navalny (2020) – Survived a Novichok poisoning on a flight from Tomsk to Moscow; 

international labs confirmed nerve agent exposure. 

• Sergei & Yulia Skripal (2018) – Former Russian double agent and daughter poisoned with Novichok in 

Salisbury, UK; a police officer also fell seriously ill. 

• Dawn Sturgess (2018) – British woman died after handling a discarded perfume bottle containing 

Novichok from the Skripal attack. 

• Alexander Litvinenko (2006) – Former KGB officer poisoned with polonium-210 in London tea; died 

after a prolonged illness. 

• Viktor Yushchenko (2004) – Ukrainian presidential candidate poisoned with dioxin during a dinner; 

suffered severe facial disfigurement. 

• Georgi Markov (1978) – Bulgarian dissident assassinated in London with a ricin-tipped umbrella; died 

four days later. 

• Vladimir Kara-Murza Jr. (2015 & 2017) – Russian opposition activist hospitalized with poisoning 

symptoms on two separate occasions. 

• Pyotr Verzilov (2018) – Russian activist survived a suspected poisoning; fell seriously ill in Moscow. 

• Yuri Shchekochikhin (2003) – Russian journalist and politician died from a mysterious poisoning, 

suspected to be caused by an unknown toxin. 
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• Nadezhda Krupskaya (1939) – Lenin's widow was allegedly poisoned at a special meal prepared for her 

70th birthday celebration. 

UKRAINE–RUSSIA CONFLICT CASES (2022–2024) 

• Roman Abramovich & Ukrainian Negotiators (2022) – Russian oligarch and Ukrainian peace 

negotiators suffered suspected poisoning during Kyiv talks; symptoms included red eyes, peeling skin, 

and temporary vision loss. 

• Marianna Budanova (2023) – Wife of Ukraine's military intelligence chief poisoned with heavy metals, 

arsenic, and mercury; Ukraine blamed Russia. 

• Leonid Pasechnik (2023) – Kremlin-backed head of occupied Luhansk region allegedly severely 

poisoned with phenolic compounds; Russia accused Ukraine. 

• Vladimir Saldo (2022) – Moscow-installed governor of Kherson region targeted in a poisoning attack; 

ricin was reportedly detected. 

• Three FSB Agents (2023) – Russian security agents in Melitopol, Ukraine died after eating food laced 

with arsenic and rat poison; a fourth agent was hospitalized. 

• Two Russian Officers & 15 Soldiers (2023) – Mass poisoning in Mariupol during Navy Day celebrations; 

cyanide and pesticides were placed in food; two officers died. 

• Russian Soldiers (2023) – Russian soldiers in Ukraine hospitalized with botulinum toxin poisoning; 

Russia accused Ukraine of "chemical terrorism." 

• Russian Military Pilots (2023) – A 40kg poisoned cake and whiskey were delivered to a Russian military 

aviation school; 77 pilots narrowly avoided poisoning. 

• Ukrainian Servicemen (2024) – A 20-year-old woman was detained for poisoning two Ukrainian 

soldiers with drugs received by mail. 

• Ukrainian Serviceman (2024) – A Ukrainian soldier died after being poisoned by a minor with drugs 

mixed into alcohol. 

• Igor Kirillov (2024) – Russian chemical and biological forces commander assassinated in Moscow; 

Ukraine had opened a criminal investigation against him for banned chemical weapons use. 

MIDDLE EAST 

• Khaled Meshaal (1997) – Hamas leader survived a botched poisoning when fentanyl was sprayed into 

his ear by Mossad agents in Amman, Jordan. 

• Yasser Arafat (2004) – Palestinian leader died in a French military hospital; Swiss experts found high 

levels of polonium on his personal effects, though French prosecutors dismissed poisoning claims. 

• Mohammed Munim al-Izmerly (1990s) – Iraqi chemist who headed Saddam Hussein's assassination 

programme; tested poisons on political prisoners and designed a poison-tipped pen filled with snake 

venom. 

• Saddam Hussein's Mukhabarat (1980s–1990s) – Iraqi secret police used thallium as a preferred 

method of political assassination. 

• Bashar al-Assad (2025) – Syrian president reportedly targeted in a poisoning attempt in Moscow; fell 

ill with sudden coughing and choking. 

• Syrian Political Prisoners (1980s) – Former Syrian Air Force officer revealed chemical experiments on 

political prisoners using sarin gas. 
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• Iranian "Black Widow" (2000s–2020s) – Iranian serial killer sentenced to death after poisoning at least 

10 husbands with diabetes medication and industrial alcohol. 

ASIA (EXCLUDING RUSSIA/UKRAINE) 

• Kim Jong-nam (2017) – North Korean leader's half-brother assassinated with VX nerve agent at Kuala 

Lumpur airport. 

• Munir Said Thalib (2004) – Indonesian human rights campaigner died of arsenic poisoning after a flight 

from Jakarta to Amsterdam; a pilot was convicted on behalf of intelligence services. 

• Gulfam Singh Yadav (2025) – Indian BJP leader was injected with a poisonous substance by three 

assailants at his home in Uttar Pradesh. 

• Shah Nawaz Bhutto (1985) – Pakistani opposition leader found dead in his French home; died from 

poison commonly used by the Syrian secret service. 

• Rajiv Gandhi Assassination Accomplices (1991) – The mastermind and five guerrillas of the LTTE 

committed cyanide-induced mass suicide in a house in India. 

• Samira Rajput (2025) – Pakistani TikToker was poisoned to death in Ghotki over a marriage dispute. 

• Three-Body Problem CEO Case (2020) – Chinese company CEO Xu Yao poisoned the company's 

chairman by placing toxic capsules in his medication bottles; several other executives also poisoned. 

AFRICA 

• South African Deputy Police Commissioner Mfazi (2021) – Lt-Gen Sindile Mfazi was initially reported 

to have died of Covid-19; forensic evidence later revealed he was poisoned with liquid casting resin 

while investigating a R1.6 billion fraud ring. 

• Eswatini Opposition Leader Makhanya (2024) – Mlungisi Makhanya, leader of Eswatini's main 

opposition party, was poisoned with a pesticide in his South African home in an alleged assassination 

attempt. 

• Benin President Yayi (2022) – Three people plotted to kill President Thomas Boni Yayi by substituting 

poison for his medicine while he was on an official visit to Brussels; they were offered $2 million. 

• Kenyan MP Peter Owidi (2005) – MP died at Nairobi Hospital weeks after being poisoned in a meal of 

chips and chicken at a restaurant in Nakuru. 

• Patrice Lumumba (1961) – The CIA transferred poison to an African outpost for use in killing the 

Congolese leader, according to Senate testimony. 

• Apartheid-Era Poison Plots (1980s) – South African apartheid regime invented macabre assassination 

methods, including poisoning enemies of the state. 

THE AMERICAS 

• Chilean President Frei Montalva (1982) – Former president was poisoned to death with toxic 

substances (including thallium and mustard gas) gradually introduced into his body while hospitalized; 

six Pinochet agents were convicted. 

• Pablo Neruda (1973) – Nobel Prize-winning poet; investigation remains open to determine if he was 

poisoned in the chaos following Chile's 1973 coup. 

• Colombian Schoolgirls Poisoning (2025) – Two teenage girls died after eating a dessert laced with 

thallium; the poison was sent by a businesswoman. 
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• Victor Diaz & Communist Party Members (1970s–1980s) – Two clandestine committees of the Chilean 

Communist Party were poisoned with Pentothal injections by "death nurses" under Pinochet's regime. 

WESTERN EUROPE & OTHER 

• Alexander Perepilichny (2012) – Russian whistleblower died mysteriously in the UK; initial reports 

suggested poisoning by a rare toxin. 

• Anna Politkovskaya (2006) – Russian journalist critical of Putin was shot dead; she had previously 

survived a poisoning attempt. 

• Bulgarian Poison Umbrella Case (1978) – The Markov case was closed by Bulgarian authorities in 2013 

due to statute of limitations, though British police continue their investigation. 

• Polish Arrest of Russian Agent (2026) – Poland arrested a Russian citizen accused of planning to 

assassinate Ukrainian rapper Kyivstoner using poison. 

25 KEY POINTS FOR POISONING PROTECTION (CP & EXECUTIVES) 

1. Enforce absolute supply chain custody – Verify every supplier (food, water, pharmaceuticals) and 

document the chain of custody from source to service. The "last mile" delivery is the highest-risk 

phase. 

2. Implement mandatory on-site food testing – Use DoD-validated chemical/biological detection kits to 

screen all meals before they reach the principal; do not rely solely on visual inspection. 

3. Utilize a "taster" protocol with full awareness – Have a vetted team member consume a portion of the 

principal's meal, but remember this is not foolproof against delayed-action agents (e.g., polonium, 

ricin). 

4. Perform routine environmental surface sweeps – Test high-contact surfaces (door handles, lift buttons, 

vehicle interiors, aircraft armrests, hotel furniture) for chemical residues like Novichok or VX. 

5. Secure all HVAC and ventilation systems – Conduct pre-advance assessments of air intake points to 

prevent aerosolised attacks (sarin, anthrax) in enclosed spaces (residences, offices, vehicles). 

6. Integrate CBRN into every advance survey – Treat chemical/biological vulnerability assessment as 

equally critical as physical access and crowd control during site reconnaissance. 

7. Apply strict access control to pantries and kitchens – Restrict entry to food preparation areas 

exclusively to vetted culinary staff; no unsupervised personnel should handle the principal's 

consumables. 

8. Conduct comprehensive, recurring vetting of all staff – Extend background checks beyond security 

teams to include chefs, cleaners, personal assistants, stylists, and healthcare providers. 

9. Monitor behavioral indicators of insider threats – Watch for sudden financial distress, unexplained 

absences, lifestyle changes, or emotional instability among access personnel – these are common pre-

attack indicators. 

10. Enforce a "zero-trust" policy on personal effects – Treat clothing, toiletries, cosmetics, and grooming 

products as potential vectors; secure them against tampering and do not accept unsolicited samples. 

11. Secure all pharmaceutical and medical supplies – Audit medication stock routinely; ensure IV lines and 

prescriptions cannot be substituted or contaminated by unauthorized individuals. 

12. Pre-coordinate with CBRN-capable medical facilities – Establish formal agreements with hospitals 

equipped for toxicology, decontamination, and intensive care, and verify their protocols ahead of time. 
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13. Stock and maintain a comprehensive antidote kit – Carry atropine, pralidoxime (2-PAM), 

hydroxocobalamin (cyanide), and botulinum antitoxin; rigorously track expiration dates. 

14. Institute immediate medical reporting protocols – Instruct the executive to report ANY unexplained 

symptom—neurological (miosis, paralysis), respiratory, or severe GI distress—without delay. 

15. Designate a dedicated CBRN specialist on the team – Appoint and certify a team member responsible 

for detection equipment, training, and procedural updates regarding chemical/biological threats. 

16. Deploy handheld chemical and biological detectors – Equip the team with validated devices (IMS, 

Raman spectroscopy) and ensure every operator is proficient in sampling, calibration, and result 

interpretation. 

17. Install fixed-site continuous air and surface monitoring – Equip frequently occupied locations (primary 

residence, corporate HQ) with Building Sentry or equivalent systems for 24/7 CBRN surveillance. 

18. Maintain strict executive dietary discipline – The principal must firmly refuse any food, beverage, or 

unsealed consumable from untrusted or unknown sources, regardless of social pressure. 

19. Treat unexpected deliveries and gifts with extreme suspicion – Screen all packages, luxury items, or 

promotional products for contamination before allowing the principal to handle them. 

20. Prohibit leaving personal items unattended in public – Ensure briefcases, bags, coats, and mobile 

devices remain in the principal's or team's physical control to prevent covert contamination. 

21. Execute immediate decontamination on exposure – If contamination is suspected, remove 

contaminated clothing immediately and flush skin with copious water/soap or use Reactive Skin 

Decontamination Lotion (RSDL). 

22. Prioritize responder safety before casualty approach – Do not approach a poisoned principal without 

appropriate PPE (mask, gloves, suit) to prevent secondary contamination of the team. 

23. Continuously collect open-source threat intelligence – Monitor emerging agents, novel delivery 

methods (e.g., e-commerce contamination, underwear placement), and state/non-state actor 

capabilities. 

24. Conduct regular scenario-based CBRN drills – Run full-spectrum exercises covering ingestion, contact, 

and aerosol scenarios, including detection, decontamination, antidote administration, and evacuation 

to the pre-arranged hospital. 

25. Adopt a zero-trust psychological mindset across the detail – Treat every interaction and every item as 

potentially hostile until proven otherwise; complacency is the single greatest vulnerability against 

covert poisoning. 
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