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A Neutral Assessment of Historical
Legitimacy, Contemporary Exploitation, and
the Critical Role of Human Intelligence

The maritime and overland trade routes connecting the Persian Gulf, the Arabian Sea, the Red Sea, and
the western Indian Ocean represent one of humanity’s oldest continuous systems of exchange. For over
four millennia, these waterways and coastal trails have carried spices, textiles, incense, pearls, and cultural
knowledge between civilizations in Iran, the Arabian Peninsula, the Horn of Africa, and the Nile Valley.
Today, this same infrastructure—built on monsoon winds, familial trust, and low-technology vessels—is
simultaneously the lifeblood of legitimate regional economies and a primary conduit for transnational
illicit trafficking.

This report examines the dual-use nature of these ancient routes, tracing how they have been adapted to
move narcotics, weapons, and people while remaining essential to the daily survival of coastal
communities. It analyzes the technical and regulatory gaps that allow thousands of low-tech dhows and
fishing boats to evade scrutiny, and it argues—through detailed case studies—that Human Intelligence
(HUMINT) at ports, aboard vessels, and within fishing communities is not merely complementary to
technology but foundational to any effective counter-trafficking strategy.

The report maintains a neutral perspective throughout, acknowledging that what external states label
“organized crime” or “terrorism” is, for many local actors, an embedded economic necessity, a rational
response to grievance, or simply “business as usual” in regions where formal governance is weak or
predatory. The challenge is not to erase these ancient livelihoods but to disentangle them from the hybrid
threats that now exploit them.
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Historical Foundations: Millennia of
Legitimate Exchange

Birth of the Indian Ocean Maritime System

The maritime routes of the Persian Gulf and Indian Ocean are not recent constructions. Archaeological
and textual evidence places organized seaborne trade in this region as early as the 3™ millennium BCE (c.
2500-2000 BCE), when the Indus Valley civilization (Harappan) traded with Mesopotamia via the Gulf of
Oman and the Strait of Hormuz. The ancient port of Dilmun (modern Bahrain) served as a transshipment
hub, where copper from the Oman peninsula (Magan) and timber from the Indus were exchanged for
wool, silver, and grain from Sumer.

By the 1%t millennium BCE, the Sabaean and Himyarite kingdoms of southern Arabia (modern Yemen) had
established the famous “Incense Route” —overland caravans carrying frankincense and myrrh from Dhofar
(Oman) and Hadhramaut (Yemen) to Gaza and Petra, while maritime branches sent these same resins to
Egypt via the Red Sea. The Periplus of the Erythraean Sea, a Greco-Roman navigational text from the 1%t
century CE, documents thriving ports from Berenice (Egypt) to Rhapta (Tanzania), listing over 40 trading
emporia along the Somali, Yemeni, and Omani coasts.

The Monsoon System and Social Organization

The key to this ancient network was the predictable reversal of the monsoon winds. From November to
February, the northeast monsoon allowed vessels from India and the Gulf to sail south to East Africa; from
May to September, the southwest monsoon carried them back north. This seasonal rhythm created a
calendar of trade that structured not just economies but entire social systems—marriage patterns,
religious pilgrimages, and the transmission of Islamic scholarship across the Indian Ocean littoral.

The vessels that plied these routes—dhows, baghlahs, sambuks, and jalibuts—were built from teak and
coconut fiber, sewn together without nails, and designed for shallow coastal waters. Their design has
remained largely unchanged for centuries because it is perfectly adapted to the environment: they can
beach on sandbars, navigate coral reefs, and be repaired with locally available materials. This continuity
of vessel type is not nostalgia; it is functional pragmatism, and it is precisely this pragmatism that now
poses a challenge to maritime security.

Trade as lIdentity, Not Just Commerce

For the Swahili coast, the Hadhrami diaspora, the Baloch of Makran, and the Persian Gulf’s Arab tribes,
maritime trade is not a discrete economic activity but a constitutive element of identity. The dhow is a
cultural symbol, appearing in poetry, songs, and oral histories. The networks of trust that underpin this
trade—based on kinship, tribal affiliation, and religious brotherhood—predate modern nation-states and
often supersede them.
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This deep historical and social embedding means that any attempt to police these routes without
understanding their human fabric is destined to fail. A dhow captain in 2026 is often the direct descendant
of a captain from 1726, navigating the same waters, using the same star sightings, and trusting the same
family intermediaries in ports from Chabahar to Mombasa. The illicit traffickers who exploit these routes
are not outsiders intruding on a pristine system; they are often insiders leveraging existing relationships
and legitimacy to move contraband alongside licit cargo.
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The lllicit Landscape: Trafficking Routes and
Commodities

The “Hash Highway” and Narcotics Flows

The route colloquially known to naval forces as the “Hash Highway” runs from the production centers of
Afghanistan and Pakistan’s Balochistan, through the Iranian port of Chabahar and the Pakistani coast,
across the Gulf of Oman, around the Omani coast, through the Gulf of Aden, and up the Red Sea via the
Bab al-Mandeb Strait. This is not a new route—it follows the same maritime corridor that carried Omani
dates and Indian textiles for millennia.

Today, it carries staggering quantities of narcotics. In December 2018, the USS Chung-Hoon seized over
11,000 pounds (5 metric tons) of hashish from a stateless dhow on this route. In 2024, HMS Diamond
intercepted 2.4 tons of hashish valued at £15 million in the Gulf of Aden. These are not isolated incidents
but snapshots of a continuous flow. The UN Office on Drugs and Crime estimates that methamphetamine
production in Pakistan and Iran has surged in the past decade, with precursor chemicals often smuggled
in from India and the UAE, and finished products shipped to East African markets and onwards to Europe.

Weapons Trafficking: The Iranian-Houthi-Arms Nexus

The most strategically significant illicit flow is advanced weaponry—ballistic missiles, unmanned aerial
vehicles (UAVs), anti-ship cruise missiles, and their components—moving from Iran to the Houthi
movement in Yemen. The Houthis have used these arms to attack commercial shipping in the Red Sea and
Gulf of Aden since late 2023, fundamentally altering global maritime security dynamics.

Iran’s preferred method is indirect, piecemeal shipment using small dhows and fishing boats. These vessels
do not carry complete missiles, which would be detectable, but rather disassembled components—
guidance systems, rocket motors, warhead casings, and propellants—that are hidden among legitimate
cargo such as dates, cement, or automotive parts. The vessels sail from Iranian ports like Bandar Abbas or
Jask, make multiple stops along the Makran coast and in Somali waters, and eventually offload near the
Yemeni coast, often at night onto small skiffs that beach directly on the shore.

The detection of these weapons depends overwhelmingly on HUMINT, as the dhows lack AIS (Automatic
Identification System) and their manifests are often fabricated. A maritime intelligence firm noted in 2023
that the “coverage of this trafficking route is highly dependent on human sources” because the vessels are
effectively invisible to satellite radar when they are small and hugging the coast.

Human Smuggling and Forced Migration

The same routes that carry narcotics and weapons also transport people. The Horn of Africa—particularly
Somalia, Djibouti, and Ethiopia—has been a source of migrants attempting to reach the Gulf states
(especially Saudi Arabia and the UAE) for decades. The journey across the Gulf of Aden, from Bosaso or
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Berbera to Yemen'’s coast, is notoriously dangerous; the UN estimates that over 500 people drowned in
2024 alone when overcrowded dhows capsized or were deliberately pushed offshore by smugglers.

Australia’s Operation Sovereign Borders, while focused on the Indian Ocean route to Christmas Island,
highlights the persistence of this trade. A joint Australia-Sri Lanka operation (“Disi Rela”) has interdicting
people-smuggling vessels since 2015, but the intelligence behind these interceptions is almost entirely
HUMINT-driven—tips from Sri Lankan fishermen, port informants, and intercepted communications. The
ABF explicitly states that community engagement is the “first layer of defense” against people smuggling,
as local mariners know when a vessel is taking on more passengers than fuel and water would allow for a
normal fishing trip.

The Blurred Line: Terrorism, Crime, and “Business”

A neutral analysis must acknowledge that the categorization of these flows as “terrorist” or “criminal” is
not universally accepted. For a fisherman in Puntland, transporting a consignment of Iranian-made rocket
components might be simply a high-paying job that feeds his family for a year—the political or ideological
purpose of the cargo is irrelevant. For a Somali pirate, what the world calls “organized crime” is, from his
perspective, a coastal protection tax levied against illegal foreign trawlers that have depleted his fishing
grounds.

This moral ambiguity extends to state actors. The UAE, which maintains military bases in Bosaso and
Berbera, has been accused of using these facilities as logistics hubs for supplying the Rapid Support Forces
(RSF) in Sudan—a network that operates through the same dhow captains and port agents who also
handle civilian trade. For Emirati strategic planners, this is not “trafficking” but a legitimate application of
power projection. For the RSF, it is survival. For the dhow owner, it is commerce. The line between what is
licit and illicit is drawn by political interests, not by objective moral standards.

Obsidian Research Bureau
www.obsidianrb.org Page 8 of 21


http://www.obsidianrb.org/

Obsidian Research Bureau
Counter Insurgency Perspectives
06/06/26

The Technical Challenge: The “Invisibility”
of Dhows and Fishing Boats

The Regulatory Blind Spot

The primary enabler of illicit trafficking in these waters is the regulatory gap regarding low-technology
vessels. The International Maritime Organization’s Safety of Life at Sea (SOLAS) convention requires vessels
over 300 gross tons to carry AlS transponders that broadcast position, course, and speed. Most dhows and
fishing boats are under 300 tons and are entirely exempt. Even when larger dhows are equipped with AIS,
they are permitted to switch it off for “security reasons” or “fishery protection,” creating a legal loophole
that is exploited routinely.

This means that upwards of 70% of vessel movements in the Gulf of Oman and Arabian Sea are not tracked
by any mandatory system. Naval forces rely instead on coastal radar, satellite synthetic aperture radar
(SAR), and visual sightings—all of which are intermittent and resource-intensive.

Evasion Techniques
The illicit operators have developed a sophisticated playbook of evasion:

e |dentity Fraud: Hundreds of dhows operate under fraudulent registry flags—often “flag of
convenience” states like Togo, Cameroon, or Mongolia—with forged registration documents
purchased for a few hundred dollars in ports like Dubai or Karachi. Boarding teams regularly find
vessels with multiple names painted over on their hulls and a sheaf of contradictory ownership papers.

e False Decks and Hidden Compartments: Fishing boats are routinely modified with false bulkheads,
double bottoms, and concealed tanks that are accessed only through movable deck plates. These
compartments are designed to be indistinguishable from legitimate structural elements during a
cursory inspection.

e Disguised Cargo: Weapons components are often coated in grease and wrapped in plastic sheeting,
then buried beneath tons of dried fish, cement sacks, or construction aggregate. Drug shipments are
sealed in waterproof containers and attached to the vessel’s keel by divers, recoverable only by cutting
into the hull at sea.

e Dark Activity: The most careful operators conduct ship-to-ship transfers at night, often in international
waters far from patrol routes. They use unlit skiffs with no AlS, making them invisible to all but night-
vision-equipped aircraft or drones.

Technological Countermeasures and Their Limits

To address this, the Combined Maritime Forces (CMF) have launched initiatives like Task Force 59, based
in Bahrain, which operates a fleet of over 100 unmanned surface vessels (USVs) equipped with sensors
and linked to seabed buoys. These USVs, along with satellites, feed data into Al systems that establish a
“pattern of life” for each vessel. When a dhow deviates—for example, by taking a course that avoids
normal shipping lanes or by transmitting conflicting AlS signals—the Al flags it for human review.
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In one described scenario, a USV automatically photographed a suspicious dhow without human
intervention, beaming the images to a command center where analysts assessed the vessel’s construction,
wake, and deck cargo to determine whether it was worth a boarding team’s visit.

However, technology has a fundamental limitation: it can identify anomalies, but it cannot determine
intent. A dhow moving slowly off the Somali coast at night might be a smuggler transferring weapons, a
fisherman repairing nets, or a pirate mothership awaiting a target. Only human intelligence—a local source
who knows who owns the vessel, what its normal cargo is, and what the crew’s reputation is—can
distinguish between these possibilities. The Al can tell you where and when; HUMINT tells you what and
why.

Obsidian Research Bureau
www.obsidianrb.org Page 10 of 21


http://www.obsidianrb.org/

Obsidian Research Bureau
Counter Insurgency Perspectives
06/06/26

The Critical Role of Human Intelligence
(HUMINT)

HUMINT as the “First Sensor”

While sensors are essential, the most sensitive and versatile intelligence asset in this environment is the
human being. HUMINT in the maritime context refers to information derived from:

e Informants within port communities—stevedores, customs clerks, harbor masters, and fuel suppliers.
e Debriefings of intercepted crews—captains, engineers, and deckhands.

e Community engagement programs—fishermen, coastal villagers, and religious leaders.

e Undercover operators—agents embedded in smuggling networks or posing as buyers.

The case of the Lakshadweep islands (India) illustrates the power of this approach. The Indian Coast Guard
has systematically built rapport with the island’s fishermen, conducting “Community Interaction
Programmes” that train locals to recognize smuggling vessels while offering them protection from
reprisals. In 2022, based on a fisherman’s observation of an unfamiliar vessel at anchor, authorities seized
218 kg of heroin worth approximately $183 million. In March 2021, fishermen’s reports led to the
interception of a Sri Lankan vessel carrying 300 kg of heroin and five AK-47 rifles.

These fishermen operate as an invisible sensor network—they are not in any intelligence database, they
are not paid (officially), and they accept the personal risk of being labeled informants. The Indian Coast
Guard acknowledges this as a deliberate strategy: the system functions because it is not formalized,
protecting both the source and the intelligence flow.

HUMINT at Ports: The Bosaso and Berbera Cases

The ports of Bosaso (Puntland) and Berbera (Somaliland) are critical nodes in the illicit arms and fuel
network. Bosaso, in particular, has become a hub for Iranian-origin weapons transshipped to the Houthis.
The UAE has expanded a military base there, installing radar systems (reportedly French or Israeli) capable
of tracking vessels over 400 km, and operates heavy transport aircraft (IL-76s, C-130s) in and out of the
airstrip—flights that are often linked to Sudanese RSF resupply.

However, the real intelligence value at these ports does not come from radar. It comes from local agents
who monitor vessel movements, crew changes, and cargo loading. The same local businessmen who own
the dhows also own the warehouses and fuel depots; they know every vessel’s schedule, every captain’s
loyalty, and every cargo’s true nature. In one documented interception along the Somali coast, the
recovery of advanced Iranian missile components was possible only because a local source had tipped off
a regional intelligence service about the vessel’s departure time and intended rendezvous point.

Without this human layer, the radar systems simply see a “blip” that could be a legitimate dhow carrying
fish or an illicit carrier of missile parts. The human source turns that blip into a target.
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HUMINT on Vessels: Crew Debriefing as an Intelligence GGoldmin

When naval forces interdict a suspicious dhow, the boarding team’s first and most critical task is
interrogation of the crew. This is not a law-enforcement procedure but an intelligence-gathering operation.

Crew members—often South Asian or East African nationals working for a few hundred dollars per
voyage—are usually low-ranking and poorly informed, but they can still provide invaluable information:
the vessel’s last three ports of call, the identity of the loading agent, the frequency of similar voyages, and
the route taken. More importantly, experienced debriefers can detect inconsistencies: a captain who
claims to be carrying cement but cannot name the buyer; a deckhand who says they are fishing but has
no fishing equipment visible; a vessel whose logbook shows a route that would require impossible fuel
consumption.

These debriefings, when aggregated, build a pattern of trade that reveals network structures—who the
brokers are, which ports are used for transshipment, which times of year are heaviest. This is HUMINT
feeding into strategic analysis, not just tactical interdiction.

Community Engagement as a Force Multiplier

Australia’s ABF explicitly frames community engagement as the “first layer of defense” against people
smuggling. The logic is simple: coastal communities know the sea, the vessels, and the local actors better
than any external intelligence agency. A program of tip-off lines, rewards for information, and protection
for informants can generate a continuous stream of actionable intelligence.

The challenge is that this engagement must be sustainable and reciprocal. Fishing communities in Somalia,
Yemen, and Pakistan are often deeply impoverished and have legitimate grievances against their own
governments and foreign navies (especially regarding illegal fishing and military activities). To extract
intelligence from them without addressing their economic needs and security concerns is not only
unethical but operationally shortsighted. If a fisherman is paid for one tip but his village is then shelled by
a warlord, the information flow stops permanently.
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HUMINT Operational Mechanics: How
Human Intelligence Works in Practice

Source Development and Handling

The recruitment and management of human sources in maritime environments requires specialized
tradecraft that differs significantly from counterterrorism or counterintelligence operations on land.
Maritime HUMINT sources fall into several categories:

e  Walk-ins: Individuals who voluntarily approach authorities, often motivated by grievance (a smuggler
who was cheated by a partner, a crew member who witnessed a crime) or by financial need. These
are the most common but also the most unreliable sources, requiring extensive vetting.

e Cultivated Sources: Individuals who are identified through intelligence gaps and systematically
recruited over months or years. This typically involves a case officer who builds rapport, identifies
vulnerabilities (financial, legal, social), and gradually moves the source from providing low-level
information to high-level operational intelligence.

e Asset Networks: Not a single source but a chain of informants—a stevedore at the port, a fuel vendor,
a captain’s cousin, a local official —who collectively provide a comprehensive picture of a smuggling
operation. These networks are harder to penetrate but also harder for smugglers to detect, as no
single individual holds the full picture.

The handling process involves tradecraft measures to protect the source: encrypted communications,
dead drops, cutouts, and the use of cover stories (e.g., a fisherman reporting “suspicious activity” as part
of a community program). The ethical dilemma is acute: sources in fragile states are often coerced or
exploited, and their safety cannot be guaranteed once they are exposed.

The Debriefing Process

When a vessel is interdicted, the boarding team’s priority is to secure the crew and their documents. The
debriefing follows a structured protocol:

1. Initial Screening: The captain and chief engineer are separated and asked basic questions—departure
port, destination, cargo, crew list, owner details. Discrepancies between their answers are
immediately flagged.

2. Documentation Review: Bills of lading, crew passports, registration certificates, and logbooks are
examined for forgeries. In the Gulf region, forged Somali and Yemeni registrations are particularly
common, often purchased in Dubai’s free zones for under $500.

3. In-Depth Interrogation: Selected crew members (usually the captain, navigator, and one deckhand)
are interviewed at length about the voyage’s purpose, their personal histories, the vessel’s previous
journeys, and the identity of the loading agents. Questions are designed to elicit inconsistencies and
to map the broader network.
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4. Technical Exploitation: Mobile phones, GPS units, and satellite communication devices are examined
for call logs, text messages, and stored waypoints. This often reveals the vessel’s true route and contact
with other vessels, even when the logbook has been falsified.

One documented case from 2023 involved a dhow intercepted off the Omani coast carrying 2 tons of
methamphetamine. The crew’s mobile phones contained WhatsApp messages to a contact in Karachi
using coded phrases—“fish delivery” for drugs and “engine parts” for weapons. This led to the
identification of a Pakistani broker who had been running operations for five years, unknown to naval
intelligence until the phone extraction.

Risk Management and the Ethics of HUMINT
The use of human sources in high-risk environments carries significant risks:

e Compromise: If a source is exposed, they face torture or execution. Smuggling networks in the Gulf
and Horn of Africa are notoriously violent, and informants are killed with impunity. The Indian Coast
Guard’s strategy of not formalizing fishermen informants is a deliberate protection measure—if there
is no record, there can be no leak.

e Reliability: Sources may provide misinformation—either deliberately (as double agents) or
unintentionally (due to misperception). Cross-verification through technical intelligence and multiple
sources is essential.

e Moral Hazard: Extracting intelligence from impoverished communities without providing
commensurate protection or compensation creates a moral failure. The Inter-Agency Task Force on
Illicit Maritime Trafficking has recommended that such programs include livelihood support, legal aid,
and relocation options for at-risk informants.
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Regional Case Studies: A Country-by-
Country Analysis

Iran: The Source of the Supply

Iran is the primary originator of weapons and narcotics moving through these routes. The Islamic
Revolutionary Guard Corps (IRGC) and its Quds Force are widely assessed to be the sponsors of Houthi
arms shipments, using a network of front companies and maritime brokers in Bandar Abbas, Chabahar,
and Kish Island.

Key modus operandi: Iran does not send complete weapons systems on large vessels. Instead, it uses small
dhows and fishing boats to move disassembled missile components, often with false documentation
claiming the cargo is industrial machinery, agricultural equipment, or construction materials. These vessels
sail under Iranian or Tanzanian registry and often make multiple short hops along the Iranian coast, then
across to Oman’s Musandam peninsula, and onward to the Somali coast.

HUMINT challenge: Iranian ports are heavily surveilled by domestic intelligence agencies, making it
extremely difficult to run human sources. The most valuable intelligence often comes from defectors—
former IRGC officers or sailors who have fled Iran and can provide detailed accounts of shipping schedules,
loading procedures, and communication protocols. In 2022, a defector provided information that led to
the interception of a dhow carrying 50 tons of ammonium perchlorate (used in rocket propellant) off the
coast of Yemen.

UAE: The Hub and the Double-Edged Sword

The UAE plays a paradoxical role. It is a legitimate global trading hub, with Dubai’s Jebel Ali Port ranking
among the top ten busiest ports worldwide. However, its free zones and lenient flag registration systems
have also made it a transshipment point for dual-use goods—precursor chemicals, drone components,
and even weapon systems—that are later moved to conflict zones.

Key modus operandi: Goods are legally imported into the UAE under a false end-user certificate (e.g.,
“agricultural drones for crop spraying”), then repackaged onto dhows in smaller ports such as Ras al-
Khaimah or Fujairah, where customs oversight is less rigorous. The vessels then sail to Somalia or Yemen,
often with forged Somali registration documents obtained in Dubai’s free zones.

UAE strategic interests: The UAE’s military bases in Bosaso (Puntland) and Berbera (Somaliland) serve dual
purposes. Officially, they are logistics hubs for counterterrorism and counterpiracy operations. However,
reports indicate they have also been used to supply the Rapid Support Forces (RSF) in Sudan—a network
that uses the same dhow captains and port agents who handle legitimate civilian trade. For the UAE, this
is a strategic investment in a regional ally; for the RSF, it is survival; for the dhow owners, it is business as
usual.
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HUMINT opportunity: The UAE’s ports are less tightly controlled than Iran’s, and foreign intelligence
agencies have been able to run sources among the stevedores, customs clerks, and shipping agents who
handle the paperwork. However, the UAE’s own intelligence services (particularly the State Security
Department) aggressively monitor foreign intelligence activity, making source recruitment a high-risk
endeavor.

Oman: The Traditional Mediator

Oman has historically been the neutral maritime power in the Gulf, maintaining good relations with both
Iran and the Gulf Cooperation Council states. Its ports—Salalah, Dugm, and Muscat—are critical nodes in
both legitimate and illicit shipping.

Key challenge: Oman’s coastline is vast (over 3,000 km), and its maritime surveillance capacity is limited.
The country’s navy and coast guard rely heavily on traditional knowledge and community reporting—
fishermen in the Dhofar region are particularly active in reporting suspicious vessels, as they depend on
the sea for their livelihoods.

HUMINT strength: Oman'’s tribal system allows for an informal intelligence network based on familial and
tribal ties. Local elders often know which dhows are engaged in smuggling and pass that information to
the authorities, sometimes for personal gain, sometimes to protect their own communities from the
violence associated with trafficking. This system is not formalized, but it is effective.

Yemen: The Destination and the Battleground

Yemen is the primary destination for weapons from Iran and narcotics from Pakistan. The Houthi-
controlled ports of Hodeidah and Salif have been blockaded by the Saudi-led coalition, forcing smugglers
to offload cargo at smaller, unguarded beaches along the Red Sea coast.

Key modus operandi: Weapons are transferred from dhows to small skiffs or fishing boats at night,
sometimes 10-20 km offshore. These smaller vessels then beach directly on the shore, where trucks are
waiting to carry the cargo inland to Houthi weapons depots. The operation is highly organized, with
lookouts, guides, and bribed local officials.

HUMINT challenge: Yemen is one of the most dangerous environments for intelligence collection. Houthi
counterintelligence is aggressive, and informants are executed if caught. However, the poverty and
desperation of local populations mean that financial incentives can still work—a few hundred dollars can
buy a local fisherman’s cooperation, though the risk is extreme.

Case example: In February 2024, a joint U.S.-French naval operation intercepted a dhow off the Yemeni
coast carrying 1,200 AK-47 rifles and 500,000 rounds of ammunition. The intelligence that led to this
interception came from a HUMINT source in Hodeidah—a warehouse worker who had overheard
smugglers discussing the arrival time and provided the information to a regional intelligence service via a
cutout.

Somalia: The Piracy-Smuggling Nexus

Somalia is not only a transshipment point but also a source of illicit activity. Puntland, particularly the area
around Bosaso, is a hub for both piracy and smuggling. The resurgence of Somali piracy since 2024
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(following a decade of decline) has been linked to the diversion of naval resources to the Red Sea, creating
a vacuum that pirates have exploited.

The piracy-smuggling connection: Pirate groups are increasingly working with smugglers. Hijacked dhows
are sometimes used as “motherships” to launch attacks on larger commercial vessels. In return, smugglers
use pirate-controlled ports and safe havens to offload drugs and weapons. There is documented
operational coordination between Al-Shabaab and some pirate groups, with Al-Shabaab providing
weapons and training in exchange for a share of ransom payments.

HUMINT imperative: Somalia’s decentralized governance means that formal law enforcement is virtually
nonexistent. The most effective intelligence comes from local clan leaders and businessmen who have a
stake in stability. These actors can often identify piracy and smuggling networks precisely because they are
embedded in the same social structures. However, their cooperation is often conditional and self-serving—
they will provide intelligence only if it aligns with their own clan interests.

Kenya and Egypt: The Consumer and Transit Points

Kenya is a major destination for narcotics (especially heroin and methamphetamine) from Pakistan and
Iran, as well as a transit point for human smuggling. The port of Mombasa is a key entry point, though
much of the drug trade is also handled through smaller coastal towns like Lamu and Malindi.

Key modus operandi: Drugs are hidden within legitimate containerized cargo (e.g., in consignments of tea,
coffee, or spices) or brought in via dhows that offload at isolated beaches. The Kenyan Navy and Coast
Guard have limited capacity, and cooperation with international naval forces has been hampered by
diplomatic tensions.

Egypt: The Red Sea ports of Suez and Port Sudan (though the latter is in Sudan) are critical choke points.
Egypt’s intelligence services are highly active in monitoring maritime traffic through the Suez Canal, but
they focus primarily on terrorism and Israeli security concerns, leaving narcotics and human smuggling
lower priorities.

HUMINT in East Africa: Kenya’s proximity to Somalia means that many of its coastal communities have clan
and family ties across the border. This can be a source of intelligence—family members in Somalia may
report on smuggling activity—but it also means that informants face retaliation across the border,
complicating source protection.
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Recommendations: A HUMINT-Centric
Approach

Strengthen Port-Level HUMINT Collection

Ports are the choke points of maritime trafficking. Every vessel must take on fuel, water, and provisions;
every cargo requires documentation; every crew needs to go ashore. This makes ports the most profitable
environment for HUMINT collection.

Establish permanent intelligence liaison offices at key ports (Bosaso, Berbera, Hodeidah, Salalah, Jebel
Ali, Mombasa) staffed by experienced case officers with local language skills.

Recruit stevedores, customs officials, and harbor masters as low-level sources, offering payment and
protection. These individuals see every cargo and every vessel; they know when something is unusual.
Implement “red flag” training for port workers, teaching them to recognize the signs of smuggling
without requiring them to formally report—a passive approach that reduces their risk.

Invest in Community Engagement with Reciprocity

The fisherman “sensor network” in Lakshadweep and similar communities is a model worth replicating—
but only if it is sustainable.

Provide tangible benefits to fishing communities that cooperate: better legal fishing enforcement (to
reduce illegal foreign trawling), infrastructure development (docks, cold storage), and health services.
This builds trust and makes cooperation a community norm rather than an individual risk.

Establish formal compensation funds for informants, with payments deposited into secure accounts
to avoid exposure.

Develop relocation and protection protocols for sources who face immediate threats, including
options to move to other regions or countries.

Enhance Crew Debriefing Capabilities

The interception of a vessel is a one-time opportunity; the debriefing must be done well.

Train naval boarding teams in advanced interrogation techniques, including lie detection, cognitive
interviewing, and cultural sensitivity. Many boarding teams currently lack these skills, treating crew
members as criminals rather than as potential intelligence sources.

Include civilian intelligence analysts on naval vessels, particularly those with language skills and
experience in the target region. They can conduct deeper debriefings than military personnel with
limited time on station.

Develop a centralized database for debriefing information, accessible to regional intelligence services,
so that patterns across multiple interceptions can be identified.
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Integrate HUMINT with Technical Intelligence

HUMINT and technical intelligence (SIGINT, IMINT, MASINT) must be fused, not siloed.

Use HUMINT to direct technical collection: When a source provides information about a vessel’s
departure, that vessel should be tracked by satellite and unmanned systems, providing a
comprehensive picture from departure to interception.

Use technical intelligence to validate HUMINT: If a source claims a vessel is carrying weapons, satellite
imagery and AIS data can confirm its route and behavior before a boarding is authorized.

Create “fusion cells” at regional command centers (e.g., Bahrain’s CMF headquarters) where analysts
from intelligence, law enforcement, and military backgrounds work together on the same data
streams.

Foster Regional Cooperation and Information Sharing

No single state can solve this problem alone. The networks that exploit the routes are transnational; the
response must be too.

Establish a regional maritime HUMINT sharing framework, modeled on the Five Eyes intelligence
sharing agreement but tailored to the Gulf and Indian Ocean. This would allow partner nations (UAE,
Oman, India, Kenya, Egypt, and others) to share source information without compromising their
sources.

Support the Combined Maritime Forces’ capacity-building programs, particularly those focused on
intelligence analysis and HUMINT tradecraft for smaller regional navies.

Encourage joint training exercises that include HUMINT scenarios—simulated port negotiations, crew
debriefings, and source handling under pressure.

Address Root Causes

Ultimately, the trafficking networks thrive because smuggling is an economic necessity for many
communities. Programs that provide alternative livelihoods are essential.

Support legal fishing enforcement to protect coastal communities from illegal foreign trawlers, which
is @ major grievance that drives piracy and smuggling.

Facilitate micro-credit and small business development in port communities, giving individuals a legal
economic option beyond smuggling.

Invest in maritime vocational training for young men in coastal areas, offering employment in
legitimate shipping, port services, and maritime security.

Obsidian Research Bureau
www.obsidianrb.org Page 19 of 21


http://www.obsidianrb.org/

Obsidian Research Bureau
Counter Insurgency Perspectives
06/06/26

Conclusion

The ancient maritime and land trade routes of the Persian Gulf and Indian Ocean are not a security
problem in themselves. They are a civilizational asset—a network that has sustained communities,
cultures, and economies for over 4,000 years. The dhows that sail these waters are not merely vessels;
they are carriers of tradition, identity, and survival.

The infiltration of these routes by illicit networks—moving narcotics, weapons, and people—is a
contemporary phenomenon built on an ancient infrastructure. It exploits the same regulations, the same
vessel designs, the same familial trust, and the same seasonal rhythms that have always been the basis of
legitimate trade. For many coastal communities, the distinction between “licit” and “illicit” is not a moral
or legal absolute but a practical calculation of survival.

Countering this infiltration requires a strategy that respects the legitimacy of the ancient trade while
disrupting the criminal and terrorist networks that exploit it. Technology—unmanned vessels, satellite
imagery, Al-driven pattern analysis—is essential for detection, but it is fundamentally limited. It can
identify anomalies; it cannot discern intent. It can track a vessel; it cannot understand why that vessel is
taking an unusual course.

This is where Human Intelligence is indispensable. HUMINT provides the context, the motivation, and the
network mapping that sensors alone cannot deliver. It comes from fishermen who know every hidden
cove, from port workers who see every cargo, from crew members who are sometimes willing to talk, and
from communities that, with the right engagement and reciprocity, can become the first and most effective
line of defense.

The challenge is not merely technical or tactical; it is deeply human. To secure these ancient waters, we
must invest in the human beings who live on them, work on them, and depend on them. That is the only
path to a sustainable and effective response to the hybrid threats that now traverse the same routes that
once carried incense, spices, and silk.

The sea is ancient, and so is the trade upon it. Our response must be equally enduring.

Obsidian Research Bureau
www.obsidianrb.org Page 20 of 21


http://www.obsidianrb.org/

Obsidian Research Bureau
Counter Insurgency Perspectives
06/06/26

Obsidian Research Bureau

Obsidian Research Bureau is an independent think tank dedicated to the rigorous analysis of
global security challenges in an increasingly volatile world. We specialize in geopolitical,
intelligence, HUMINT, and military affairs, with a particular emphasis on espionage,
counterintelligence, terrorism, and irregular warfare. Our work is designed to provide decision-
makers, professionals, and informed readers with clear, unvarnished assessments grounded in
evidence rather than ideology.

Obsidian Research Bureau
www.obsidianrb.org Page 21 of 21


http://www.obsidianrb.org/

